OcHoBaHuWe anA BBEAEHUA: N
-n.1) n.2 ct.19 degepanbHoro 3akoHa Ne152 "O nepcoHasbHbIX AaHHbIX" FBY "rOPOLELIKMN MHA"

- "Bba3oBas mogaesb yrpo3 6€30MacHOCTU NePCOoHabHbIX AaHHbIX MPU UX MHH: 5248004144; OTPH: 1025201676169
06paboTKe B MHGOPMALLMOHHbIX CUCTEMAX NEPCOHabHbIX AaHHbIX" (PCTIK)
- "MeToauKa onpeaeneHnn akTyanbHbIX Yrpo3 6e30MacHOCTM NePCoHasIbHbIX

OaHHbIX NpKU nx 06paboTKe B UHGOPMALLMOHHBIX CUCTEMAX NEPCOHAbHbIX
AaHHbIX" (OCTIK)

- MocraHoBneHue MNpasBuTenbcTBa Pocecuiickont ®eaepaumm ot 1 HoAbps
2012 r. Ne1119 . "O6 yTBep:KaeHUN TpeboBaHWUI K 3alumTe NEPCOHa/IbHbIX
OaHHbIX MpKU Mx 06paboTKe B UHGOPMALLMOHHBIX CUCTEMAX NEPCOHANbHbIX

AaHHbIX"

- NMpukas @CTIK Ne21 "O6 yreepkaeHnmn Coctasa U coaepaHna
OpraHM3aLMOHHBIX M TEXHUYECKMX Mep Mo obecneyeHnto 6e30nacHoCTU
NepcoHabHbIX AaHHbIX MPU UX 06paboTke B UHGOPMALMOHHBIX CUCTEMAX

NnepcoHabHbIX AaHHbIX" !
- Mpukas ®CB Poccum ot 10 utons 2014 r. Ne378 "06 yTeepaeHum CocTasa pabotHukamu Y "rOPOAELIKMI NHN" n
N cofeprKaHna OpraHN3aLMOHHbIX M TEXHUYECKUX Mep No obecneyeHunto KOHTPO/IMPYIOLWMMM OpraHamu.
6e30MacHOCTN NePCOoHaNbHbIX AaHHbIX NPU X 06paboTKe B
MHGOPMAaLMOHHBIX CUCTEMAX NEPCOHA/bHBIX AAHHbIX C UCNO/b30BaHMEM
cpeacTs Kpuntorpaduyeckon 3awmTbl MHGOpMaLmMm, HeobXoaMMBbIX ANA
BbINO/IHEHUA YCTaHOBAEHHbIX [pasuTenscTsom Poccuitickon dPepepaumm
TpeboBaHMi1 K 3aLLMTe NEPCOHaNbHbIX AAaHHbIX /1A KaXKA0ro U3 YpoBHEN
3awmuieHHocTn"”
- Mpukas PCTIK Poccmm o1 11.02.2013 Ne17 "O6 yTBepkaeHUM TpeboBaHMi
0 3alWmTe MHGOPMaLMM, HE COCTaBAAIOWEN FOCYAaPCTBEHHYIO TalHy,
coZiepKalLeincs B rocy1apCTBEHHbIX MHGOPMALMOHHBIX crcTemax”

KoHdunaeHumanbHo! flonyckaeTca K

MCNOb30BaHNIO\O3HAKOMNEHUIO
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[Mpunoxenne Ne20

K mpukazy Ne21A ot 21.01.2021 1.

«O0 yrBepxkaenun [ToMUTHKN B OTHONIEHUN 00pabOTKH
NepCOHaIbHBIX NaHHBIX, [Tonoxenuit [lonuTrku,
WHCTPYKIIHH, )KypPHAJIOB, TPaBUJI M IPYTUX TOKYMEHTOB
B OTHOITICHUH 00PabOTKH TepCOHATBHBIX JAHHBIX

B I'BY «I"oponenxwuii [THU » u ero ¢punuanax.»

Mogesib yrpo3 6€30nacHOCTH MEPCOHATbHBIX JAHHBIX

Omnpenesienus.

B HacToslleM [JOKYMEHTE HCHONB3YIOTCA CIEAYIOUIME TEPMUHBI U HUX
ONPEACIICHHUS.

ABTOMATHU3MPOBAHHAs CHCTEMAa — CHUCTEMA, COCTOsAIIAs W3 IEpCOHaNa U
KOMIIJIEKCA CPEJICTB aBTOMATHU3AIMK €0 NIEATEILHOCTH, peaausylomnias napopma-
[IMOHHYIO TEXHOJIOTHIO BBITIOJIHEHUS YCTAHOBJICHHBIX () YHKIIUM.

AyTeHTH(PUKALMSA OTIPABUTEIHA JAHHBIX — MOJATBEPKIACHHUE TOTO, YTO OT-
MPaBUTEIb MMOJYYEHHBIX JAHHBIX COOTBETCTBYET 3a5IBIICHHOMY.

be3onacHOCTh NEPCOHANBHBIX [JAHHBIX — COCTOSIHME 3allUIIEHHOCTHU
MEPCOHAIBHBIX JIAaHHBIX, XapaKTepU3yeMoe CIOCOOHOCTBHIO MOJb30BaTENEH,

TCXHUYCCKHUX CpCACTB n I/IH(l)OpMaI_II/IOHHI)IX TEXHOJIOT UM 00ecIeUnTh

HacToALwLmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELLKUIA MHU" 1 He MOXeT BbITb YaCTUYHO UAW NOSHOCTBIO BOCMIPOU3BeeH,
TUPAXKMPOBaH M pacnpocTpaHeH 6e3 NMCbMEHHOrO Pa3peLleHns PYKOBOAMUTENA OpraHu3aumm.
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KOH(PUIEHIIUATBHOCTb, IIEJIOCTHOCTh U JIOCTYITHOCTh MEPCOHANBHBIX JAHHBIX MPHU
ux o0paboTke B HUHGOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JIAaHHBIX.

bBuomerpuyeckue mnepcoHa/NbHbIE [aHHbIe — CBEICHUA, KOTOPHIE
XapaKTepU3yloT (PU3HOIOTHYECKHe OCOOCHHOCTH YeJIOBEKa U Ha OCHOBE KOTOPBIX
MOXHO YCTaHOBUTH €r0 JMYHOCTh, BKJIOUasi (pororpaduu, OTIEUATKH MAJIbIICB,
o0pa3 ceTyaTKM TJla3a, OCOOCHHOCTHM CTPOCHMSI Tela M JAPYryl0 TOJI00HYIO
UH(pOpPMAIIHIO.

baokupoBaHne nepcoHaNbHBIX JaHHBIX — BpEMEHHOE MpeKpalieHrue coopa,
CUCTEMATH3aLlUH, HAKOIIJIEHUS, UCIOJIb30BaHUS, paCpOCTPAHEHNUS, IEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX TIEPEayu.

Bupyc (koMnbHOTEpPHBbIH, MIPOrPAMMHBINA) — WCIIOJHIEMbI MPOrpaMMHBIN
KOJ WJIM UHTEPHpEeTUpyeMblii HA0Op MHCTPYKIIMM, 00JMagaronuii CBOMCTBAMH HeE-
CaHKIIMOHUPOBAHHOTO pPaCIpOCTPAHEHUsI W camoBocnpousBeneHus. Co3naHHbIE
TyOIMKaThl KOMITBIOTEPHOTO BUpPYCa HE BCEr/la COBMAAAIOT C OPUTHMHAJIOM, HO CO-
XPaHSAIOT CIIOCOOHOCTh K JallbHEHIIIEMY PACIPOCTPAHEHUIO U CAMOBOCIIPOU3BEIE-
HUIO.

Bpenonocnasi mporpamma — nporpaMmma, IpeaHa3Hau€HHAs ISl OCYILECTB-
JIEHUS HECAHKUIHMOHUPOBAHHOIO JOCTYMa W (WJIM) BO3JIEUCTBUS HA MEPCOHAJIbHBIC
JAHHBIC UK PeCYPChbl MHOOPMAITMOHHONW CUCTEMBI TIEPCOHATBHBIX JaHHBIX.

BcnomoraresibHbIe TeXHUYECKHE CPeACTBA M CHUCTEMblI — TEXHHYECKHE
CpPE/ICTBA U CUCTEMbI, HE TPEeAHA3HAUCHHbIE JIJIs Iepeaul, 00pabOTKU U XpaHEHUS
MEPCOHAIBHBIX JTAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHHUYECKUMHU CPEICT-
BAMHU U CUCTEMaMH, IPEAHA3HAYCHHBIMU 11 OOPa0OTKM MEPCOHANBHBIX JAHHBIX
WM B TIOMENIEHUSAX, B KOTOPBIX YCTAHOBJICHBI HHPOPMAITMOHHBIE CUCTEMBI TIEPCO-
HaJbHBIX JIAHHBIX.

JocTtyn B omnepalMOHHYI cpely KoOMNObTepa (MH(POPMAUMOHHOMI

CUCTEMDBI IICPCOHAJIBHBIX I[aHHbIX) — IIOJIYYCHHC BO3MOXHOCTH 3aIlyCKa Ha

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
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BBINIOJIHEHUE IUTATHBIX KOMaH[A, (YHKUUW, MPOLEAYp OMNEPALUMOHHON CHUCTEMBI
(YHUYTOXXEHHUS, KONMMPOBAHUS, MEPEMEIICHUS M T.N.), UCHOJHSAEMbIX (paiioB
MPUKIAJHBIX POTPAMM.

Joctyn k nHpopManuu — BO3MOXKHOCTb MOTY4YEHUS! HH(MOpMAIUU U €€ HC-
MOJIb30BAHMSL.

3aka104HO0e YCTPOHCTBO — DJIEMEHT CPEJICTBA CheMa MH(POPMALIUU, CKPBIT-
HO BHEJApsAEeMbIN (3aKJIaJbIBAEMbIF HJIM BHOCHMBIN) B MECTa BO3MOXHOTO CheMa
uHbopMaliK (B TOM YHUCIE B OTpa)xJAeHHE, KOHCTPYKIIMIO, 000pyI0BaHUE, MPe-
METhl MHTEpPhEPA, TPAHCIOPTHBIE CPEACTBA, a TAKKE B TEXHUUYECKHE CPEACTBA U
CUCTEMBI 00pa0OTKH HH(POPMAITIH).

3amumaemas nugpopmanusa — nHbopmalus, SBISIOMAsACA TPEAMETOM CO0-
CTBEHHOCTH W TOJUIEKaIasl 3allUTe B COOTBETCTBUU C TPEOOBAHMUSIMH IMPABOBBIX
JOKYMEHTOB WJIH TpeOOBaHUSIMHU, YCTAHABIMBAEMBIMU COOCTBEHHHMKOM HH(OpMa-
1017078

Nnentnduxanus — npucBoeHue CyObeKTaM M OOBEKTaM JOCTYyMa HUJICHTHU-
¢ukaropa u (WIM) CpaBHEHUE MPEABIBISIEMOTO HICHTU(DUKATOpPA C TEpPEUYHEM
IPUCBOCHHBIX HICHTU(PUKATOPOB.

NupopMaTUBHBIN CUTHAJ — 3JIEKTPUYECKUE CUTHAJIBI, aKYCTUUYECKHUE, DIICK-
TPOMAarHuTHBIE U Apyrue Gu3nuecKue mos, Mo napameTpaM KOTOPbIX MOXKET ObITh
packpeiTa KoHGUAEHIIMATbHAs HHPpopMalus (MepCcoHaNbHBIE JTaHHbIE) 00padaThI-
BaeMasi B ”HPOPMAILIMOHHOMN cHCTEME IePCOHAIBHBIX JaHHbIX.

NudopmannonHas cucreMa mnepcoHaabHbIX JaaHHbIX (UCIIAH) -
nHOOpPMAITMOHHAST  CHCTEMa, NpEICTaBIAIONAas  Co00Ml  COBOKYITHOCTH
MEPCOHANBHBIX  JAaHHBIX, COJAEpXammMxXxcs B 0a3e MaHHBIX, a TaKKe
MH()OPMAIIMOHHBIX TEXHOJOTMM M TEXHUYECKHMX CPEACTB, IO3BOJSIOMINUX
OCYLIECTBIISITh OOpabOTKY TaKWX IEPCOHAJIBHBIX JaHHBIX C HMCIHOJb30BAHUEM

CPCACTB aBTOMATHU3allNH NI 0e3 HUCITOJIb30BaHUS TAKUX CpCACTB.

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
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NudopmanuonHbie TEXHOJIOTHMU — MIPOLIECCHI, METOIbI MIOUCKA, cOOpa, Xpa-
HEHUsI, 00pabOTKU, MPEAOCTABICHUS, PACIIPOCTPAHEHUST UHPOPMAIIUU U CITOCOOBI
OCYIIECTBIICHUS TAKUX MPOIECCOB U METOJIOB.

HUcnosb30BaHue MNEPCOHAJBHBIX [TaHHBIX — JEWCTBUS (Orepanuu) C
NEePCOHAIBLHBIMU JIAHHBIMH, COBEPIIIAEMbIE OINEPaTOPOM B IEJSIX MPUHSATHUS
pelieHuid WM COBEPIICHUS] WHBIX JEWUCTBHUM, MOPOXKIAIOMUX IOPUIUUECKUE
MOCJIC/ICTBUSL B OTHOIICHUU CYyOBEKTa MEPCOHATBHBIX JAHHBIX WU JIPYTUX JIUI
00 MHBIM 00pPa30M 3aTparuBaOIIMX MpaBa U CBOOOABI CyObEKTa EPCOHAIBHBIX
JAHHBIX WIH JPYTUX JUIIL.

HcTounuk yrpo3nl 0e3onacHocT nHGpopMamum — cyObeKT J0CTyIa, MaTe-
pUANBHBIA OOBEKT WM (PU3NYECKOE SBIICHUE, ABIIAIONIMECS MPUUYNHON BO3HUKHO-
BEHUs yTpo3bl 0€30MacHOCTH UH(POPMAITUH.

KonTposupyemasi 30Ha — MpPOCTPaHCTBO (TEPPUTOpHUS, 3AaHUE, YacTh
3/1aHUs, TOMEIICHUE), B KOTOPOM HCKJIIOUEHO HEKOHTPOJIHMPYEMOE IMpeObIBaHHE
MOCTOPOHHHUX JIMII, 3 TAKKE TPAHCTIOPTHBIX, TEXHUUYECKUX U UHBIX MaTepUATIbHBIX
CPEACTB.

KonduneHunajJabHOCTh NEPCOHANBHBIX JaHHBIX — 00s3aTenbHOE A
COOMIONIEHUsT OTMEePaTOPOM WM HMHBIM MOJYYUBIIUM JOCTYN K TI€PCOHAIBHBIM
JAHHBIM JUIIOM TpeOOBaHWE HE MOMYyCKaTh WX paclpocTpaHeHue 0e3 coriacus
CyOBEeKTa MEePCOHANBHBIX IAHHBIX WU HATMYUS MHOTO 3aKOHHOTO OCHOBAHUSI.

MeskceTeBOM IKpPaH — JIOKaJIbHOE (OJJTHOKOMIOHEHTHOE) WM (PYHKIIMOHAIb-
HO-paclpe/ieIeHHOe NpPOorpaMMHOE (MpOrpaMMHO-AIIAPaTHOE) CPEelCTBO (KOM-
IJICKC), peanu3yomiee KOHTPOIb 3a WH(OpPMAIHEH, MOCTyare B nHpopMaIu-
OHHYIO CHCTEMY MEPCOHAJbHBIX NAaHHBIX U (WJIM) BBIXOMSIIEH U3 MHPOPMAIUOH-
HOW CHCTEMBI.

HapymmnTenn 6€30MacHOCTH NMEePCOHATBHBIX JAHHBIX — (PU3HUUECKOe JIUIIO,

CquafIHO I NIpCAHaMCPCHHO COBCPIIAIOMICTC I[eﬁCTBHH, CICACTBUECM KOTOPBIX

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
TUPAXKMPOBaH M pacnpocTpaHeH 6e3 NMCbMEHHOrO Pa3peLleHns PYKOBOAMUTENA OpraHu3aumm.



rBY "rOPOAELIKMIA MHK"
WHH: 5248004144; OTPH: 1025201676169

KoHduaeHumanbHo! JonyckaeTca K CNoNb30BaHMI0\03HaKOMAEHUIO paboTHUKaMu MBY "TOPOAELIKUA MHW" n

KOHTPOMPYIOLMMM OpraHamu.

Mogenb yrpo3 6e30nacHOCTM NepCcoHaNbHbIX AAaHHbIX | cTp. 51363

ABJIAETCS HapylleHHe O€30MaCHOCTU MEPCOHANBHBIX JTAHHBIX MpU UX 00paboTKe
TEXHUYECKUMHU CPEICTBAMH B MH(OPMAIMOHHBIX CUCTEMAaX MEPCOHAIbHBIX JaH-
HBIX.

HeaBromMaTn3upoBaHHasi 00padoTKa NEPCOHAJBHBIX JaHHBIX —
00paboTKa MepCOHANbHBIX JIAHHBIX, COACPKAIIUXCA B MHPOPMALIMOHHOMN cUCTeMe
NEPCOHAIBHBIX JAaHHBIX JMOO W3BJICYEHHBIX M3 TaKOW CHUCTEMBbI, CUMTAETCS
OCYLIECTBIICHHOM 0e3 UCIIOJIb30BaHUS CpPEACTB aBTOMAaTHU3alUU
(HeaBTOMATU3UPOBAHHOM), €CIIM TaKUE JECHCTBUS C MEPCOHAIBHBIMU JaHHBIMH, KaK
UCIIOJIb30BAHUE, YTOYHEHHUE, PACHPOCTPAHECHHE, YHUYTOKEHHE IEPCOHAJIbHBIX
JAHHBIX B OTHOIICHUH KaXJOr0 U3 CYOBEKTOB TEPCOHAIBHBIX JaHHBIX,
OCYLIECTBIIIOTCS MPU HEMOCPEICTBEHHOM yYaCTHH YEJIOBEKa.

HenexknapupoBaHHble BO3MOMKHOCTH — (GYHKIMOHAIbHBIE BO3MOKHOCTH
CPEACTB BBIYMCIUTEIBHON TEXHUKH, HE OINMCAHHBIE WJIM HE COOTBETCTBYIOILHE
OMHUCAaHHBIM B JIOKYMEHTAllMW, MpPH HCIOJIb30BAaHUU KOTOPHIX BO3MOMKHO
HapylLIECHHE KOH(UICHIINATLHOCTH, JOCTYITHOCTH WIM  LEIOCTHOCTH
oOpabaTteiBaeMoi HHGOPMAITUH.

HecaHKUMOHUPOBAHHBIN 10CTYN (HECAHKUMOHUPOBAHHbIE IEMCTBUS) —
JOCTYN K MH(OpMAIMM WU AeUCTBUA ¢ HMH(pOpMaluel, Hapyllalolye MpaBuia
pasrpaHUyYEHHUs TOCTyNa C UCIOJb30BAHUEM LITATHBIX CPEJICTB, MPEJOCTABIIEMBIX
MH(GOPMAIIMOHHBIMU CHCTEMaMU NIEPCOHANIBHBIX JaHHBIX.

Hocuresab unpopmannu — Gusndeckoe JUI0 WINM MaTePUATBHBIA O0BEKT, B
TOM 4Hclie (PU3NUECKOE MOJIe, B KOTOPOM MH(OPMAIIHs HAXOIUT CBOE OTPaXKECHHE B
BUJIE CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PELICHUN W MPOLIECCOB, KOJU-
YECTBEHHBIX XapaKTEPUCTUK (PUIUUECKUX BETUUMH.

O0e3uyuBaHNE TEPCOHANBHBIX [AaHHBIX — JICWCTBHS, B pE3yJbTaTe
KOTOPBIX HEBO3MOXKHO OIPEJEINTh IPUHAIEKHOCTh MNEPCOHAIBHBIX JaHHBIX

KOHKPETHOMY CYOBEKTY MEePCOHAIbHBIX JaHHBIX.
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O0padoTka nepcoHATBHBIX JAHHBIX — JCHCTBUS (ONEpalnuu) ¢ MepcoHalb-
HBIMH JaHHBIMH, BKIItoUasi cO0Op, CHCTeMaTH3aIMI0, HAKOIJICHHE, XPaHCHHE, yTOU-
HeHue (OOHOBJIEHHE, U3MEHEHHUE), UCTIOJIb30BAHNUE, PACIIPOCTPAHEHHE (B TOM YHC-
Je mepenady), 00e3TMYuMBaHHUE, OJIOKMPOBAHHUE, YHUYTOXKEHHUE TEPCOHAIBHBIX
JTaHHBIX.

OO0mmenocTynHble TMeEpPCOHAJbHBbIE [aHHbIE — TICPCOHANBHBIC JaHHEIC,
JOCTYNl HEOTPAaHUYCHHOTO Kpyra JHII K KOTOPBIM TPEAOCTaBICH C COIJIACHs
CyOBEKTa TMEpPCOHAIBHBIX JIAHHBIX WJIM Ha KOTOPbIE B COOTBETCTBUH C
denepanbHBIMH  3aKOHAMH HE pacHpOCTpaHseTcss TpeOoBaHUE COOIIOACHUS
KOH(HUICHITNATLHOCTH.

OmnepaTop (NMePCOHANBHBIX [TAHHBIX) — TOCYJapCTBEHHBIN Opras,
MYHUIIUTAIBHBIA OpraH, IOpUINYECKOe UIN (PU3NYECKOE JHUI0, OPTaHU3YIoIIee U
(unn)  ocyuiecTBisoNEe 00pabOTKY TMEPCOHANBHBIX  JIAaHHBIX, a TaKXKe
OTIPEJICIISIIONINE 1IEJIU U CO/IepKaHue 00pabOTKH MepCOHATBHBIX TaHHBIX.

TexHuveckue cpeacrsa HHPOPMANMUOHHOM CHUCTEMbI MEPCOHATBHBIX
JAHHBIX —  CpPEJCTBAa  BBIUYMCIUTEIBHOW  TEXHUKH, HH(POpMAIMOHHO-
BBIUHCITUTEIbHBIE KOMIUIEKCHI M CETH, CPEJICTBA U CUCTEMbI Mepeaadu, mpueMa u
oopabotrku IIJIH (cpemctBa ® CHCTEMBl 3BYKO3aIUCH, 3BYKOYCHUJICHHS,
3BYKOBOCTIPOM3BEICHUS, IEPETOBOPHBIE U TEJIEBU3MOHHBIE YCTPONCTBA, CpPE/ICTBA
W3TOTOBIICHUS, THPAXUPOBAHUS JTOKYMEHTOB WU JAPYTHE€ TEXHHUYECKHE CpECTBa
00paboTkH pedeBoi, rpaduecKom, BUI€O- 1 OYKBEHHO-IIM(PPOBOH MHPOpMAIINN),
MPOrpaMMHBIEC CPEACTBA (OMEPAIMOHHBIE CUCTEMBI, CHCTEMBI yIpaBleHUs OazaMu
JaHHBIX W T.0I.), CpEeACTBA 3amUThl WHPOPMAIHMH, TNPUMEHSIEMbIC B
WH(OPMAITMOHHBIX CHCTEMaX.

IlepexBaT (uHpOpManMU) — HETPABOMEPHOE MOJTYyYeHUE NHPOPMAIUU C UC-
MOJIb30BAaHUEM TEXHUYECKOTO CPEJCTBA, OCYIIECTBIISIONIETO OOHAPYKEHHE, IPUEM

1 00pabOTKy MHPOPMATUBHBIX CUTHAJIOB.
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IlepconanbHble qJaHHBIE — JIT00ass UHGOpPMAIUs, OTHOCSIIAACS K ONpe/IeNeH-
HOMY WIH ONpeNIeNIIeMOMY Ha OCHOBAHUHU TaKOW MHQPopMaIuu GU3NIECKOMY JIUITY
(cyOBeKTy MmepcoHaIbHBIX JIaHHBIX), B TOM 4YHCIIe ero (pamMumaus, uMs, OTYECTBO,
roji, MEcdll, JlaTa U MECTO POXKICHUs, aJIpec, CEMEHHOEe, COUUAIbHOE, UMYIIECT-
BEHHOE T0JI0KEeHHE, o0pa3oBaHue, mpodeccus, 10X Ibl, Apyras uHpopmarius.

I[To6ouHbIle  JJIEKTPOMATHUTHbIE  HM3JIYYeHHS M HABOAKH  —
AJIEKTPOMArHUTHBIE M3JYYCHUS TEXHUYECKUX CPEJICTB OOpabOTKU 3alluiacMoit
uHopMalMK, BO3HUKAWOIIME KAk IMOOOYHOE SIBJICHWE W  BBbI3BaHHBIC
ANEKTPUUYECKUMHU CUTHAIAMHU, JICHCTBYIOMMMHU B UX AJICKTPUUECKUX U MAaTHUTHBIX
IEMX, a TAKXKE JIEKTPOMArHUTHBIC HABOJKH 3TUX CUTHAJIIOB HAa TOKOIPOBOISIIIIHE
JIMHWW, KOHCTPYKIUU U LETH MUTaHUSI.

IHonmuTHKa «4HCTOr0 CTOJIA» — KOMIUIEKC OPraHU3AlMOHHBIX MEPOIPUITUH,
KOHTPOJIUPYIOIIUX OTCYTCTBHE 3aMMCHhIBaHUS HAa OyMa)kKHbIE HOCHUTEIH KItOUeh U
aTpuOyTOB JOCTyNa (Mapojei) U XpaHeHUsT UX BOJM3U 00BEKTOB JOCTYIIA.

IMoab30oBaTesib MHPOPMAMOHHOM CHUCTEMbI MEPCOHAIBbHBIX JAHHBIX —
JUI0, Yy4yacTByIolee B (PYHKIIMOHMPOBAHWU HMHGPOPMAIMOHHON  CHCTEMBbI
NEPCOHATBHBIX JAHHBIX WIH UCTIOIB3YIOIIEE PE3YNIbTAThI €€ PyHKIIMOHUPOBAHMUS.

IIpaBuia pasrpaHuveHusi J0CTyNna — COBOKYITHOCTb IPaBUJI, pErJIaMEHTHU-
PYIOIIUX TIpaBa JOCTyMa CyOBEKTOB JOCTYIIa K 00bEKTaM JIOCTYTIA.

IIporpamMmMHas 3aKiIaJKa — KOJ IPOrpaMMBbl, ITPEITHAMEPEHHO BHECCHHBIN B
MpOrpaMMy C LIEJIbI0 OCYIIECTBUTh YTE€UKY, U3BMEHUTh, OJIOKUPOBATh, YHUUTOKUTH
WHOOPMAITNIO WJIM YHUYTOXHUTh U MOJIUDUIIMPOBATH MPOTrPaMMHOE 00eCIieueHUE
WH()OPMAITMOHHOW CUCTEMBI TIEPCOHATBHBIX MAHHBIX W (WiH) OJOKMPOBATH aria-
paTHbIE CPE/ICTBA.

ITIporpammuoe (mporpaMMHO-MaTeMaTHYeCKOe) BO3/IeliCTBHE —

HECAHKIIMOHUPOBAHHOE  BO3JICHCTBUE HAa  pecypchl  aBTOMAaTU3MPOBAHHOMU
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MH(QOPMAIIMOHHOW CUCTEMBI, OCYIIIECTBIEMOE C MCIOJIb30BAHUEM BPEIOHOCHBIX
MIPOTPaMM.

PackpbiTHe NEpPCOHANBHBIX [JAHHBIX — YMBIIUJIEHHOE WIM CIy4aiHOoe
HapylIeHne KOHOUICHITUATLHOCTH MTePCOHATBHBIX JIAHHBIX.

PacnpocTpaHeHne nepcoHAJbHBIX TAHHBIX — JCHCTBUSI, HAIIPaBJICHHBIE Ha
nepefavdy TMEpPCOHANTBHBIX JAHHBIX OINpeJeJIeHHOMY Kpyry Juil (mepejada
NEPCOHANBHBIX JIAHHBIX) WJIM Ha O3HAKOMJIEHHWE C TEPCOHAILHBIMU JIAHHBIMH
HEOTPAaHMUYCHHOTO Kpyra JHIl, B TOM 4YHCJIe OOHApOJOBaHWE MEPCOHAIBHBIX
JTAHHBIX B CPEACTBaxX MaccoBoi WHGOpMAIUU, pa3MmelieHrne B WH()OPMAIMOHHO-
TEJIEKOMMYHHMKAIIMOHHBIX CETAX WM MPEAOCTABICHUE JOCTYIA K MEePCOHATbHBIM
JAHHBIM KaKUM-JTUOO UHBIM CIIOCOOOM.

Pecypc uHpOpMAIIHOHHOM CUCTEMbI — UIMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
IPUKIIATHOTO W anmapaTHOTO oOecrieueHus (GYHKITMOHUPOBAHUS
UH()OPMAIIMOHHONU CHCTEMBI.

CneunnaibHble KATEerOpMH MNEPCOHAJNBHBIX [JAHHBIX — IIEPCOHAIBHBIE
JAHHBIE, KacalolllUecs] PacoBOM, HAIMOHAIBLHON MPUHAJIEHKHOCTH, OJIUTHUYECKUX
B3TJISAJIOB, PEIUTHO3HBIX WM (PUIOCOPCKUX YOCKIACHUN, COCTOSHUS 370POBbS U
MHTUMHOM JKM3HU CYOBEKTa MEPCOHATBbHBIX JaHHBIX.

CpencrBa BbIYMC/INTENbHONH TEXHHMKHM — COBOKYMHOCTh MPOTPAMMHBIX H
TEXHHYECKUX  DJIEMEHTOB  CHUCTeM  oOpaOOTKM  JaHHBIX,  CIOCOOHBIX
(GYHKITMOHUPOBATH CAMOCTOSITEIBHO MJIM B COCTABE JIPYTUX CHCTEM.

Cyo0bekT poctyna (cy0ObeKT) — JIMIIO UM MPOoIecc, ASHCTBUS KOTOPOTO per-
JTAMEHTHPYIOTCS TpaBUJIaMH pa3rpaHUUCHUS JOCTYTIA.

TexHnueckunii KaHaJ yTeYKH MH(POPMALUM — COBOKYITHOCTh HOCUTEIS UH-
dbopmanuu (cpeactBa o0padboTku), (U3NYECKONU Cpelibl paclpoCTpaHeHUs: HHPOP-
MAaTUBHOTO CUTHaja U CPEACTB, KOTOPHIMU AOOBIBaeTCs 3aiuinaemas uHpopma-

.
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TpancrpanuyHasi mnepegadya MNEPCOHAJNBHBIX JAHHBIX — Mepegaya
MEPCOHAIBHBIX  JJAHHBIX  OMEpaTopoM 4Yepe3 ['0oCyIapCTBEHHYIO TpaHUILY
Poccuiickonn ~ ®depepaumu  OpraHy — BJIACTM  MHOCTPAHHOIO  I'OCYAapCTBa,
bU3UYECKOMY WIIH IOPUIAYECKOMY JIMIY HHOCTPAHHOTO TOCYyIapCTBa.

Yrpo3bl 0e30MaCHOCTH MEPCOHAJBHBIX JAaHHBIX — COBOKYIHOCTh YCJIOBUU
U (HaKTOPOB, CO3JAIOUIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE
CJIy4ailHOTO, JIOCTyIa K NMEPCOHAJIbHBIM JaHHBIM, PE3yJIbTATOM KOTOPOTO MOKET
CTaTh YHUUYTOXXCHUE, U3MEHEHHE, OJIOKMPOBAHUE, KOIUPOBAHKE, PACTIPOCTPAHCHHE
NEPCOHAJIBHBIX JJAHHBIX, & TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBUM MPU UX
00paboTke B HHGOPMAITMOHHON CUCTEME TIEPCOHANIBHBIX JTaHHBIX.

YHuU4YTOKEeHHE NEePCOHANBHBIX JAHHBIX — JICHCTBUSA, B pe3yJbTaTe KOTOPHIX
HEBO3MOXHO BOCCTAHOBHUTBH COJIEpKAaHUE TMEPCOHATBHBIX JAHHBIX B HMH(pOpPMAIIH-
OHHOM CHUCTEME MEPCOHANBHBIX JAaHHBIX WIN B PE3YJbTAaTE€ KOTOPBIX YHUUTOXKAIOT-
Cs1 MAaTepUAJIbHbIE HOCUTEN NEPCOHATBHBIX IAHHBIX.

Yr1euka (3amuinaemoil) uHpoOpMaAMU MO0 TEXHUYECKHMM KaHajJaM —
HEKOHTPOJUPYEMOE paclpocTpaHeHne WHOOpPMAIMU OT HOCHUTENS 3alluIIacMOi
uHbpopmar  uyepe3  (pu3MyecKkyro cpeay 0 TEXHUYECKOTO  CpeICTBa,
OCYIIECTBIISIFOIIETO TIEpeXBaT HH(POPMAITUH.

Ya3BUMOCTBH — C1a00CTh B CPEACTBAX 3aIIUTHI, KOTOPYIO MOYXHO HCTOIB30-
BaTh ISl HAPYIICHHS CUCTEMBI WJIM COJIeprKaIlelicss B Hell HH(pOpMaInu.

esocTHOCTH HHGPOPMALIMH — CITOCOOHOCTD CPEACTBA BBIYUCIUTEIBHOMN TEX-
HUKHA WM aBTOMAaTHU3MPOBAHHOW CHUCTEMBI 00eCleunBaTh HEM3MEHHOCTh HH(OP-
Malliyd B YCJIOBHUSX CIy4alHOTO W/WIHM MPEIHAMEPEHHOTO MCKaKEHUs (paspylie-
HUS).

O003HaYeHUS U COKPALLCHHS.
ABC — aHTMBHpYCHBIE CPEICTBA

APM — aBTOMaTu3upoBaHHOE paboyee MeCTO
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BTCC — BcnoMoraTenbHble TEXHUYECKUE CPEICTBA U CUCTEMBI
NCIIIx — nadOopMallMOHHAs] CUCTEMA MEPCOHATBHBIX IAHHBIX
K3 — konTponmpyemas 30Ha

JIBC — nokanbHasi BBIYUCIUTEIbHAS CETh

MD — MexKceTEBOM IKpaH

HCJI — HecaHKIIMOHMPOBAHHBIN 1OCTYI

OC — onepanoHHasi cUCTEMa

[1/IH — mepcoHanbHBIE JTAHHBIE

[IMB — nporpaMMHO-MaTeMaTUYECKOE BO3IEUCTBUE

IT1O — mporpamMmmHoOe oOecreueHne

IISMMUH — no6ouHbIe AIEKTPOMArHUTHBIE U3TYUCHUS U HABOJIKU
CA3 - cucrema aHaiiM3a 3al[UAIIEHHOCTHA

C3U - cpencrBa 3anuThl HHGOPMAITUU

C3I1IH — cucrema (moAcucTeMa) 3allUThl IEPCOHAIBHBIX TaHHBIX
COB - cucrtema oOHaApYKEHHUS BTOPKESHHM

TKY U — rexunyeckne KaHajlbl yTe€UYKH HHPOpMaALIUU

VYBII/IH — yrpo3bl 6€301macCHOCTH MEPCOHAIBHBIX TAHHBIX

BBenenue.

Mogenb yrpo3 6e30macHOCTH IEPCOHATBHBIX TaHHBIX (Hanee — Mojenb) npu
ux obpaborke B VCII[Iln T'BY '"T'opomeuxuit I[THNU" cTtpoutcss Ha OCHOBaHWU
CIEeAYIOIHNX JTOKYMEHTOB:

- ®enepanbubiii 3akoH oT 27.07.2006 N 149-®3 "OO6 wundopmarumy,
WH()OPMAITMOHHBIX TEXHOJIOTUSX U O 3amuTe nHbopmarmun';

- ®enepanpubiii 3akoH 0T 27.07.2006 N 152-D3 "O nepcoHalbHBIX TaHHBIX";

- TpeOoBaHusi K 3allUTe NEPCOHAIBHBIX JAHHBIX NpPU HUX 00pabOTKe B

I/IH(I)OpMaI_[I/IOHHBIX CHUCTEMaAxX IICPCOHAJIBHBIX JaHHBIX, YTBCPIKACHHBIC
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noctanoByenueM IlpaBurensctBa Poccuiickoit @enepanuu ot 1 HoAOps 2012 r. Ne
1119;

- Ipukaz ®CTIK Poccum ot 18.02.2013 Ne 21 "O6 yrBepxkaenun CocTaBa
U COJEpKaHMSI OPraHU3alMOHHBIX M TEXHUYECKUX Mep MO 00eCneueHuIo
0€30MacHOCTU TEPCOHANBHBIX JAHHBIX MPU UX 00paboTke B MHGOPMAIMOHHBIX
CHUCTEMax NEPCOHAIIbHBIX TAHHBIX";

B mMopenn yrpo3 mpeacrtaBineHo omnucanue ctpykrypbl MCII/IH, coctaBa u
pexuma o6padotku I1/H, kimaccudukanuio MOTEHIMAIBHBIX HAPYIIMTENEH,
OLICHKY HCXOJHOTO YPOBHS 3alllMIIEHHOCTH, aHaju3 Yrpo3 0e30MacHOCTH
NEPCOHAJIBHBIX TAHHBIX.

Mogenb yrpo3 siBIseTCS METOAUYECKUM JOKYMEHTOM M IpeJIHa3HAuYeHa ISl
JNOJDKHOCTHBIX W OTBETCTBEHHBIX JIMI[ OIEpaToOpa TNEPCOHAIBHBIX TaHHBIX,
anmuuauctparopoB UCIIIH, pazpadorunkoB UCII/IH 1 ux nojacucrem.

e Awnanu3 YBII/IH BkIIOYaer:

e Omnucanue yrpos.

e OIEHKY BEpOSTHOCTH BO3HUKHOBEHHUSI YTPO3.
e OI1EHKY peannu3yeMOCTH yIpo3.

e OIeHKY ONTACHOCTU YIPO3.

e OrmpezeseHne akTyaJbHOCTH YIpO3.

B 3aximroueHnn naHpl peKOMEHAAUMH IO MEpaM 3allUThl JJISI YMEHbBIICHUS
ONACHOCTH aKTYyaJIbHBIX YTPO3.

1.0Onucanne UCIIIH

NCII[IH 1mo3BOJIIET OCYLIECTBISATH COOp, XpaHEHUE, HCIOJIb30BaHUE U
YHHUUYTOKECHUE MEPCOHAIBHBIX  JaHHBIX, colepKalux  HUHQPOpPMAIHIO,
MO3BOJIAIONIYI0  MOJYYUTh  JOMOJHUTENIbHYI0 HUHPOpPMAIMI0O O CyOBbeKTe

IICPCOHAJIbHBIX JaHHBIX.
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1.1Coctas I10 UCIIAn

Hnsa pannoit UWCIIJIlH B 1enoM HEOOXOAUMO OOECHEUYUTh CICAYIOIIHNE
XapaKTepUCTUKH  0e30MacHOCTU uHpopMauu — KOH(UIEHIHUATBHOCTD,
L[EJIOCTHOCTb.

KondunenunaabHocTs MHpOpMAUMU — 0053aTeNbHOE ISl BBIMOTHEHUS
JUIOM, TOJYYUBIIMM JIOCTYNl K ONpenesiéHHONM HHpopManuu, TpeOOBaHUE HE
nepenaBaTh Takyro HHGOPMAIIMIO TPETHUM JIhlaM 0e3 coryacust e€ o0siagaTens.

HenoctHocTh MHpOpManuM — CIOCOOHOCTh CPEACTBA BBIYUCIUTEIBHOMN
TEXHUKH WIM HUHPOPMAIMOHHOW CHUCTEMBbI oOecrieynBaTh HEU3MEHHOCTH
UHGOPMALIMH B YCIOBUSX CIYYafHOTO /WU MIPEHAMEPEHHOTO BO3/IEHCTBHS.

2. [Toab30BaTen

B I'BY '"Topomeuxkuit ITHIN" 00paboTKa TIEPCOHANBHBIX JAHHBIX
OCYLIECTBIIIETCS. B MHOTOIIOJIB30BATEIIbCKOM PEXUME C pa3sTpaHUUYCHHUEM IpPaB
JOCTYyTIA.

Pexxum  oO6paboTku  mpeaycMaTpuBaeT — CIEAYIOIIHE  JEHUCTBUS  C
NEPCOHATBHBIMU JaHHBIMH: COOp, CHUCTEMAaTH3allio, HAKOIUICHHE, XpaHEHUE,
yTouHeHHe (OOHOBIICHHE, U3MEHEHHUE), UCTIOJb30BaHNE, paclpocTpaHeHue (B TOM
quclie Tiepenady), o0e3InynuBaHue, OJIOKUPOBaHUE, YHUUYTOXKEHUE MEPCOHATBHBIX
JAHHBIX.

Bce monb3oBatenmn UCII[H mMeroT coOcTBeHHBIE poiin. CIUCOK THIOBBIX
poJiel Mpe/ICTaBlIeH B BUJIE MATPUIIbI IOCTYyNa B TAOIHIE 2.

Taonuya 1 — Mampuua oocmyna

I'pynna Yposens gocryna x I1/1x Paspelennsie neicTBUA
O06nagaer moJIHOH - cOop
uHpOpMaLKeit 0 CHCTEMHOM U - cUCTeMaTu3alus
Anvmunuctpatop UCIIIH
IPUKJIaJHOM IIPOrPAMMHOM - HaKOIIJICHUE
obecnieuennu UCIT/H. - XpaHEeHHe
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Ob6nanaer noJyiHOM - YTOUHEHHE
UHpOpMaLKel 0 TEXHHYECKIX - ICMIOJIB30BaHHC
CpeACTBax U KOHPHUTypaLuu - YHUYTOKCHHEC
UCTI/Ix.

HNwmeer noctym Ko BceM
TEXHUYECKUM CPEJICTBaM
00paboTku uHGOpMaIUU U
nanabiM UCTT]IH.

OO6manmaer mpaBaMu
KOH(UTYpUpPOBaHUS U
aMUHUCTPATUBHON HACTPOMKH

texHnueckux cpeacts MCIIIH.

OOGmanmaer mpaBaMu

Anmunuctparopa UCII/IH.

O0agaer moJIHOM

nHpopmarmeir 06 MUCII/n. - cbop

HmeeT nocTyn K cpeacrsam - cucTeMaTu3anus

3alUThl UHpOPMALIUU U - HaKOIUJICHHE
AJIMUHUCTPATOP

MPOTOKOJIMPOBAHUS U K YaCTU - XpaHeHue
0€301acCHOCTH

KJto4eBbIX 25ieMeHToB UCII/IH. | - yrouHeHue

He umeer npaB gocryna k - HCTIOJIb30BaHHE

KOH(UTYPUPOBAHUIO - YHUUYTOKEHUE

TEXHUYECKUX CPEJICTB CETH 32

UCKJIIOYEHUEM KOHTPOJIbHBIX

(MHCTIEKITMOHHBIX).

- cOop

Ob6nanaer BceMu - cUCTeMaTh3alus

HEO0OXOTUMBIMU aTpUOyTaMU U | - HAKOTIJICHUE
Oneparop UCII/Ix

npaBaMu, 00eCTeYNBAIOIIIMHU - XpaHeHue

poctyn ko BceM [1J1H. - YTOYHEHHE

- UCTIOJIb30BaHUE
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- YHUYTOKCHHUC

[IpenocraBnenune wim npekpaiienue goctyna k MCIIIH ocymecTBiseTcs B
COOTBETCTBUM C TPHUKA30M O HA3HAYCHHHM HA JOJDKHOCTb WJIM MPUKA30M 00
YBOJIbHCHUHU.

3. Tun UCII/In

Taonuuya 2 — Iapamempor HCIIL/[n

3a/laHHbIE XapaKTEPUCTUKH 0€30MacHOCTH
Tunosas uHpopmalOHHas cUcTeEMa
MEePCOHATBHBIX JAaHHBIX

CrpykTypa HH()OPMAILIMOHHON CUCTEMBI JloxanpHas nH(pOpMallMOHHAS CHCTEMA

[Toxmrouenne nHGOPMAITMOHHOM CHCTEMBI K

CEeTSM OOIIEeT0 MOJB30BaAHUS U (M) CETSIM

Nwmeercsa
MEXTyHapOHOTO UH(GOPMAITMOHHOTO
oOMeHa
Pexxnm 06paboTkH MepCcOHATBHBIX TAHHBIX MHOTOII0JIL30BaTENBCKAS CHUCTEMA

Pexxum pasrpanndeHus mpas J10CTyIa
C pasrpannyeHreM J0CTyma

M0JIb30BaTENeH
MecToHax0XKIeHHE TEXHUYECKUX CPENICTB Bce Texnuyeckue cpeacTBa HaXoIATCs B
MH(POPMAITMOHHON CUCTEMBI npenenax Poccuiickoit @enepanun
K nepcoHaabHBIM JaHHBIM HPEIbSIBISICTCS
JlonosHuTeIbHAS HHPOpMAIUS TpeOOBaHUE IEIIOCTHOCTH | (HJIH)
JOCTYITHOCTH
JIMC 1 Twna — JokambHass WHGOPMAIIMOHHAS CHUCTEMA, HWMEIOIas

MOAKIIOUEHHE K CEeTAM CBSI3M OOWIEro TOJIb30BaHUA U (WJIM) CETSIM
MEXIYHAPOIHOTO HWH(OOPMAIIMOHHOTO OOMeHa WH(GOPMAIMOHHBIE CHUCTEMBI, C

pa3rpaHUYEHUEM IIpaB JA0CTyMA.

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
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4. Ucxoaubiii ypoBeHb 3ammmennoctu UCII/In
I[Tog oOmmuM  ypoBHEM 3allUIICHHOCTH TMOHUMAeTCs  OOOOIIECHHBIN
MOKa3aTesb, 3aBUCSIIUNA OT TEXHUYECKUX U JKCIUTyaTal[MOHHBIX XapaKTEPUCTUK
NCTIOu (Yq).
B rtaGmume MPEACTaBICHbl  XapaKTePUCTHUKU  YPOBHS  MCXOJHOMN
samquuienHoct st UCIIn I'BY "T'oponenxwmit [THHU" .

Taonuya 3 — Hcxoouwtii yposens 3auuuyeHHOCIMU

YpoBeHnb
Ilo3umus TexHudecKkre 1 IKCITyaTallMOHHBIE XapaKTePUCTUKHI
3aIHUIIEHHOCTH
1 [To TeppuTopuaIbHOMY pa3MEIICHUIO Bricokwuii
2 ITo HamMunIo COEIUHEHNS C CETSIMH OOIIErO MOJIH30BaAHUS Cpennniit

[To BcTpoeHHBIM (JIETAIbHBIM) OTIEpAlIASIM C 3alUCIMU 0a3
3 Huzknii
NIEPCOHATBHBIX JaHHBIX

4 [To pasrpannveHuto 10CTyNa K N€PCOHAIBHBIM JaHHBIM Cpennnit
[To Hanmumro coenuHenuit ¢ apyrumu 6a3zamu [1J{H HHBIX
5 Bricokuii
NUCIIIn
6 [To ypoBHI0 (06e3mmunBanus) [1/1x Huzknii

ITo 06bemy I1JIH, KOTOpBIEC IPEIOCTABIISIOTCS CTOPOHHUM
7 Bricokuii
nosb3oBatensm UCIT/Ia 6e3 npensapuTeabHOM 00paboTKH

Ornpenenenue UCXOIHOW CTETNEHU 3alUILIEHHOCTHU

1. UCITJn umeeT BBICOKMI ypOBEHb MCXOJHOW 3alllMIEHHOCTH, €CIIA HE
Menee 70 % xapaKTepUCTHK COOTBETCTBYIOT YPOBHIO «BBICOKUI;

2. WUCII[JH umeeT cpelHUI ypOBEHb HCXOJHOW 3alIUIIEHHOCTH, €CIIH HE
BBITIOJIHAIOTCS yCloBUA 10 NyHKTY 1 u He meHee 70 % xapaktepuctuk WCIIIn
COOTBETCTBYIOT YPOBHIO HE HUKE «CPEIHUNY;

3. UCIIJIH umeeT HUBKYIO CTENEHb MCXOJHOM 3alUIIEHHOCTH, €CIIM HE

BBITIOJIHAIOTCS YCIOBHUS 1O IyHKTam 1 u 2.
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Tabauua 4
3HavYeHHE XapaKTePUCTUKU [IpoueHT 3HaYeHMIl HE
Ne i/m KonnduecTBo 3HaUueHUH

(YypOBEHbB 3aIHIIEHHOCTH) HWXE JAHHOTO YPOBHS
1 Bricokuii 3 42%
2 Cpemnmii 2 29%
3 Huzkwuit 2 29%

B coorBeTcTBUU C MMOJIYUYCHHBIMU MOAdHHBIMU YCTAHABJINBACTCA CpeZ[Hl/Iﬁ

noka3artejb UCXOHOI 3aIMIIEHHOCTH, 3HaueHue koddduimenta Y1=5.

5. BeposiTHOCTH peajiu3anuu yrpo3 0e30macHoOCTH
5.1 Knaccudgukanusi yrpo3 06e30nacHOCTH

[lepedennb yrpo3, yI3BUMOCTEN U TEXHUYECKUX KaHAJIOB YTEUKH WH(OpMAIIU
chopMHpPOBAaH B COOTBETCTBHM C TPEOOBAHMSIMHU PYKOBOIAIIUX JOKYMEHTOB
OCTOK Poccun.

CoctaB u coxaepxxanue YBII/IH ompenenseTcs COBOKYIMHOCTBIO YCIOBUM U
(GakTOpoB, CO3MAIOMIMX OMACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIIE
ciy4vaitHoro, noctymna k [1/In o6pabateiBaembiM B UCIT/IH.

NCIIan Yupexnenus MIPEICTABIISACT coboit COBOKYITHOCTh
WH()OPMAITMOHHBIX U TPOrPAMMHO-AIIAPATHRIX JIEMEHTOB M HUX OCOOCHHOCTEH
Kak 00BEKTOB obOecrieueHus Oe3omacHocTH. OcHoBHBIMHU 3neMeHTamu WCITH
SIBJISIFOTCSL:

- IepCcoHaJIbHBIC AaHHbIe, oOpadaTbiBacMbie B MCIT/IH;

- "HPOPMAIIMOHHBIE TEXHOJIOTHH, KaK COBOKYITHOCTHh MPHUEMOB, CIIOCOOOB H

METOJI0B IPUMEHEHHUSI CPEACTB BHIYUCIUTEIbHON TeXHUKH TIpu oOpadboTke [1/1H;

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
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- texunyeckue cpeactsa HWCIIIH, ocymectBisomue o6padotky I1/1H
(cpenctBa BerunciautenbHoi TexHuku (CBT), uHbopManmoHHO-BBIUYUCIUTEIbHbBIC
KOMILJIEKCHI M CETH, CPEACTBA U CUCTEMBI Ilepeaauu, npuema u oopadortku [1/1H;

- IpOorpaMMHBIE CPEJCTBa (OMEpallMOHHbIE CUCTEMBI, CUCTEMBbI YIpPaBICHUS
0a3zaMu JaHHBIX U T.IL.);

- cpeactra 3amuthl nHGopmanmu (C3H1), Brimrovyas CK3U;

- BCIIOMOTaTeJIbHbIE TEXHUYECKHE CPEJICTBA M CHUCTEMBI (TEXHHUYECKUE
CpEeACTBa U CHUCTEMBbI, UX KOMMYHHUKAIIUW, HE MpeIHa3HAYCHHBIC I 00pabOTKH
I1/TH, HO pa3MelIEHHbBIE B TIOMEILIEHUSX, B KOTOPBIX pacnojoxensl UCII/IH, Takue
KaK CpEeJICTBA BBIYUCIUTEIBLHON TEXHUKH, CPEJICTBA W CHUCTEMbl OXpPaHHOW U
NOKAPHOW CHUTHAJIM3allUU, CPEJCTBA M CHUCTEMbI KOHIMIIMOHUPOBAHUSA, CPENICTBA
AIIEKTPOHHOM OprTeXHUKH u T.11.) (nanee - BTCC);

- nokymeHTauus Ha CK3U u Ha TeXHMYECKHE U MPOrPaMMHBIE KOMIIOHEHTBI
NCIIOH;

- KJTI0YeBasi, ayTeHTUPUITMPYIOIIAs U MapoiibHas UHPOpMaIIUs;

- IOMEUIEHUS, B KOTOPBIX HAXOAATCA 3aLIUIIAEMBIE PECYPCHI.

Bo3moxxnoctn ucrounnkoB YBIIJIH 00yCiIOBI€HBI COBOKYITHOCTBIO METOJIOB
U Ccroco0OB HECAHKIIMOHMPOBAHHOTO W (WiM) ciay4daiiHoro goctyma k [1/lH, B
pe3ynbrate  KOTOpPOTO  BO3MOXKHO  HApylIeHHe  KOH()HUICHIMATIbHOCTH
(komupoBaHUE, HEMTPABOMEPHOE PACIIPOCTPAHEHUE), LETOCTHOCTH (YHUUTOKEHHE,
M3MEHEHHE) U TOCTynHOCTH (OsmokupoBanue) [11H.

VYrposza 6e3omacuoctu [1JlH peanusyercs B pe3yiabprare 00pa3oBaHUs KaHalla
peamuzanuu YBII[IH Mexay MCTOYHMKOM YIpo3bl M HOCHUTENEM (MCTOYHHKOM)
IT1/Tx, 9TO co3maeT HEOOXOMMMBIC YCIOBHS sl HapymeHus Oe3zomacHoct I1J1H
(HECaHKIITMOHUPOBAHHBIN WU CIyYalHbIA TOCTYM).

OCHOBHBIMH 3JIEMEHTAMU KaHaja peanuzaunu Y bII/IH aBistoTcs:

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
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- uctouyHuk YBII/IH — cyObekT, maTepuanbHblii OOBEKT WM (PU3UYECKOE
siBeHue, co3narommue Y bIIJIH;

- cpena (myth) pacnpoctpanenust [I/IlH wunu Bo3jgelcTBUN, B KOTOpPOU
dbuzndeckoe mojie, CUTHaN, JaHHBIC WU MPOTPaMMbl MOTYT PAacHpPOCTPAHSATHCS U
BO3/ICHCTBOBATh Ha 3alllMIaeMble CBOMCTBA (KOH(UIECHINATBHOCTD, EI0CTHOCTD,
noctynHocth) [1]1H;

- HocuTenb [I/lH — ¢u3mueckoe JMIO WIM MaTepuadbHBIH OOBEKT, B TOM
yuciie ¢uznyueckoe moje, B KoTtopoMm [I/IH HaxoauT cBoe OTpakeHHE B BHUJE
CUMBOJIOB, 00pa3oB, CHUTHAJOB, TEXHUYECKUX PEIICHUH U  MPOIIECCOB,
KOJTMYECTBEHHBIX XapaKTEPUCTUK (HU3UICCKUX BEIIMUMH.

Ncrounukamu yrpoz HCJI 8 UCII/IH MoryT OBITH:

- HApYLIUTEb;

- HOCUTEJIb BPEAOHOCHOW MPOrPAMMEBI.

5.2 Knaccnpukanus HapymuTeJeu

[To npuznaky npunaziexxnoctd Kk UCII/IH Bce HapymuTenu AensTCsA Ha JIBE
TPYIIIIBIL:

BHEITHUE HAPYIIUTENIN — PU3NYECKUE JTUIA, HE UMEIOIINE MpaBa MpeObIBaHUS
Ha TEPPUTOPUHM KOHTPOJIHUPYEMOH 30HBI, B Mpelesiax KOTOpOM pa3MeliaeTcs
ob6opynoBarue UCII/H;

BHYTPEHHHUE HAPYIIUTETN — (PU3UUECKUE JIUIIA, UMEIOITUE TTPABO MPEOBIBAaHUS
Ha TEPPUTOPUM KOHTPOJIUPYEMOM 30HBI, B MpeleNiax KOTOpOM pa3MelaeTcs
ob6opynoBarue UCIT/IH.

BHemnuii Hapymureab

B kadectBe BHemHero HapymuTens WHGOPMAIMOHHON O6€30mMacHOCTH,
paccMaTpUBaEeTCsl HAPYIIUTENb, KOTOPBIA HE UMEET HEMOCPEICTBEHHOTO JOCTYMa K
TEXHUYECKUM CpEJICTBAM M pPECypcaM CHUCTEMbI, HaxXOSIIUMCS B Mpelenax

KOHTPOJIUPYEMOU 30HBI.
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[Ipennonaraercsi, 4TO BHEUIHUM HAPYLIUTEIb HE MOYKET BO3JECHCTBOBATh Ha
3alMIIAaeMyl0 UHPOPMAIIUIO MO TEXHUYECKUM KaHallaM yTE€UKH, TaK Kak 00beM
uHpopmalmy, xpaHumMod U oOpabareiBaemoit B UCII[AH, sBisgercs
HEJIOCTAaTOYHBIM JJIsi BO3MOXXHOW MOTHBAIlMM BHEIIHETO HApYIIUTENS K
OCYIIECTBIICHUIO JICUCTBUH, HAMIPABICHHBIX YTEUKY WH(DOpMAIIMK TTO TEXHUUYECKUM
KaHajgaM yTEUKH.

[Ipennonaraercsi, 4TO BHEUIHWN HAPYIIUTEIh MOXET BO3JCHCTBOBATH Ha
3aluInaeMyr HHOOPMAIIMIO TOJIBKO BO BpeMs €€ Tepeadr Mo KaHajaM CBSI3H.

BHyTpeHHU HapylIuTe b

B03MOXXHOCTH BHYTpPEHHEr0 HApYIIUTENs CYIIECTBEHHBIM OOpa3oM 3aBUCST
OT JEHCTBYIOIIMX B Tpefenax KOHTPOJIUPYEMOM 30HBI OrPaHUYUTEIbHBIX
(dakTopoB, M3 KOTOPHIX OCHOBHBIM SIBIISIETCA  peaju3alus KOMIUIEKca
OpraHu3allMOHHO-TEXHUYECKUX MEpP, B TOM YHUCJE IO MOA00pYy, PAacCTaHOBKE H
00€eCIeueHnI0 BBICOKOW TPO(ECCHOHATBbHON TMOATOTOBKUA KaJapoB, JOIYCKY
(¢uznueckux Ul BHYTPh KOHTPOJIUPYEMOH 30HBI M KOHTPOJIIO 3a MOPSAIKOM
npoBefeHrsT paboT, HaAMpaBICHHBIX Ha TPENOTBpAIlCHHE U IPECEUYCHHE
HECaHKIIMOHUPOBAHHOIO JIOCTYTIA.

Cucrema pasrpannuenusi noctyna MCII[In oGecneunBaeT pasrpaHuyeHuUe
mpaB TMOJb30BaTeNel HA JOCTYn K HWH(GOPMAIMOHHBIM, TPOTPAMMHBIM,
annapatHbiM U Apyrum pecypcaM HWCII/IH B COOTBETCTBHM C MPUHSITOU
MOJINTUKONW WH(OpManmoHHOW Oe3omacHoCTH (mpaBuiamu). K BHyTpeHHHM
HApYUIUTEIAM MOTYT OTHOCUTBCS

angmuuuctparopsl UCII/u (kaTeropus I);

aIMUHHACTPATOPHI KOHKPETHBIX TojacucTeM wmin 0a3 pganubix MCII/H
(xareropus II);

nonb3oBarenu UCIIu (kateropus II);
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MOJIb30BATENH, SBJISIONIMECS BHEUIHMMHU MO OTHOIIEHUIO K KOHKpeTHOM AC
(xareropus IV);

auia, o0asarolire BO3MOKHOCTBIO JOCTYINA K CHUCTEME Nepelayd JAaHHbIX
(xareropust V);

COTPYJHUKH, UMEIOIINE CAHKIIMOHUPOBAHHBINA JOCTYI B CIYKEOHBIX IIEJISIX B
NOMEUIEHUs, B KOTOPBIX pazMemarorcs sneMenTsl ICII/IH, HO He nmeromue npasa
noctyna Kk HuM (kareropus VI);

oOcnyxkuBatomuii  nepconan JIIIY (oxpaHa, paGOTHUKH HHKEHEPHO—
TEXHUUYCCKUX CIyxk0 u T.1.) (kareropus VII);

YIOJIHOMOYEHHBIH TiepcoHan paspabotunkoB MCII/IH, xkotopeiii Ha
JIOTOBOPHOI ~ OCHOBE HMEET IMpaBO Ha TEXHUYECKOe OOCIyKUBaHHUE U
moauukanuto kommonentoB UCII/Iu (kareropus VIII).

Ha muu kareropuii | m Il Bo3nmokeHsl 3amauum 1o aAMUHUCTPUPOBAHUIO
IIporpaMMHO-aIapaTHIX cpeAcTB B 0a3 manHbix WCIIAH nns wHTErpanmu u
oOecrieueHus B3aUMOJCHCTBUS PA3NIMUYHBIX TOJCUCTEM, BXOJSAIIUX B COCTaB
NCIT[IH. AOMUHUCTpPATOPbl MOTEHIUAIBHO MOTYT pealin30BbiBaTh yrpo3bl Ub,
UCIIOJIB3YSl BO3MOKHOCTH MO HENOCPEICTBEHHOMY JOCTYyNy K 3alllHUIIaeMoOi
uHdopmarmu, oopadareiBaemoit u xpanumoit B UCII/IH, a Taxke K TEXHUYECKUM
u nporpamMubiM cpeactBaM MCIT/IH, BkItoyas cpeAcTBa 3allUThl, HCIOIb3yEeMbIe
B KOHKpeTHbIX AC, B COOTBETCTBUM C YCTAaHOBJIEHHBIMU MJI1 HHUX
aIMUHUCTPATUBHBIMH MTOJTHOMOYHUSIMH.

DT nHIa XOpOoUIO 3HAKOMBI C OCHOBHBIMHM aJrOpUTMaMH, MPOTOKOJIAMH,
peann3yeMbIMH M HCTOJIb3YeMbIMH B KOHKpeTHBIX mojacuctemax u WCIIH B
LIEJIOM, & TAaK)K€ C MPUMEHSEMbIMU MPUHIIMIAMU U KOHLIENIUSIMHA 0€30MaCHOCTH.

Hpez:nonaraeTCﬂ, YTO OHM MOIJIM OBl HCHOJL30BaTh CTaHOAapPTHOC

o0opynoBanue nu00 s UACHTU(GUKAIUU YSI3BUMOCTEH, MO0 ISl peaau3aiuu

yrpo3 Ub. JlanHoe 000pya0BaHKE MOXKET OBITh KaK YaCThIO MITATHBIX CPEACTB, TaK
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U MOXET OTHOCUTBCA K JIETKO TIOJy4aeMOMy (Hampumep, MporpaMMHOE
obecrieueHue, MOJIy4YeHHOE U3 OOIIEOCTYITHBIX BHEITHUX UCTOYHUKOB).

Kpome Ttoro, mnpenmosaraercsi, 4YTo ATH JUIA MOIVIM OBl pacroyaraTh
CHEeUaIU3UPOBAHHBIM 000PYI0BAHUEM.

K muunam kateropuii | u Il BBuay ux uckmouutensHoit ponu B MCIIIn
JOJIKEH MPUMEHSATHCSI KOMIUIEKC 0COOBIX OpPraHU3allMOHHO-PEXKUMHBIX MEP MO UX
non0opy, NPHUHATHIO Ha paboTy, HA3HAYCHHIO HA JIOJDKHOCTH M KOHTPOIIIO
BBIMOJTHEHUST (PYHKIIMOHATIBHBIX 00513aHHOCTEH.

[Ipennonaraercsa, yto B wucino jui] kateropuit | u Il Oyayr BkiaroyaThes
TOJILKO JTOBEPEHHBIC JHIA U MOATOMY yKa3aHHbIC JHIAa HCKIIYAIOTCA W3 4Yucia
BEPOSITHBIX HAPYLIUTEIEH.

[Ipennonaraercs, yro suna kareropuid |lI-VIIl oTHOCcATCS K BeposATHBIM
HApYLIUTEISIM.

[Ipeanonaraercs, 4TO BO3MOYKHOCTh CrOBOpa BHYTPEHHUX HapyLIUTENEH
MaJIOBEPOSITHA BBUAY NMPUHATHIX OPraHU3ALMOHHBIX U KOHTPOJIMPYIOIINX MEp.

IIpeanosioxkenuss 00 wuMewonleiicss y Hapymuteass uHpopmanmuu 00
00beKTaxX peajin3alnu yrpos.

B kauecTtBe OCHOBHBIX ypoBHEH 3HaHUW HapymuTeneili o6 AC MOXKHO
BBIICJIUTD CIEAYIOIINE:

oowas uumgopmayus — WHOOPMAIIMM O HA3HAYEHUS U  OOMIMX
xapakrepuctukax UCII/IH;

IKCNYamayuoHuas  ungopmayus — UHPOpMAIUs, TOJIY4YCHHAs W3
AKCIUTYyaTallUOHHOW TJOKYMEHTAIUU;

YyyecmeumenvbHas ungopmayus ~ —  UHPOpMAIUS, JOTIOJIHSIOIIAs
JKCIUTyaTaniuoHHyto uHpopmanuio o0 MWCII[In (mampumep, CBeIeHHS U3
npoekTHoi nokymentauuu UCITIH).

B YaCTHOCTH, HAPYIIHUTCIIb MOXKCT NMCTh!

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
TUPAXKMPOBaH M pacnpocTpaHeH 6e3 NMCbMEHHOrO Pa3peLleHns PYKOBOAMUTENA OpraHu3aumm.



rBY "rOPOAELIKMIA MHK"
WHH: 5248004144; OTPH: 1025201676169

KoHduaeHumanbHo! JonyckaeTca K CNoNb30BaHMI0\03HaKOMAEHUIO paboTHUKaMu MBY "TOPOAELIKUA MHW" n

KOHTPOMPYIOLMMM OpraHamu.

Mogenb yrpo3 6e30nacHOCTM NepCcoHaNbHbIX AAaHHbIX | cTp. 22 13 63

JaHHBIE 00 OpraHu3aluu paboThl, CTPYKTYPE U UCIIOIb3YEMbIX TEXHUYECKUX,
MPOrPAMMHBIX U MporpaMMHO-TexHuueckux cpeactax UCIIIH;

ceeneHuss o0 umHpopmanmonubix pecypcax WCII[H: mopsaok u mpaBuia
CO3JIaHUsI, XpaHEGHHs] W TIepenadyd UHPOpMAIMU, CTPYKTypa ¢ CBONCTBa
UH(OPMAIIMOHHBIX TTOTOKOB;

JaHHbIE 00 YA3BUMOCTSIX, BKJIOYas JaHHbIE O HEIOKYMEHTHPOBAHHBIX
(HeAeKIapUPOBAHHBIX)  BO3MOXXHOCTSIX  TEXHUYECKUX,  MPOTPAMMHBIX U
nporpaMmMHo-TexHudeckux cpeacts UCII/H;

naHHble 0 peann3oBaHHbIX B [IC3U npuHnunax u airopuTMmax;

UCXOJIHbIE TEKCThI MporpammHuoro odecrneuenust UCI1/H;

CBEJICHHS O BO3MOXHBIX KaHaJax peaiu3allu yrpos;

UH(GOPMAIIHIO O crToco0ax peaiu3alui yrpos.

[Ipeanonaraercs, yro nuna kareropuu |l u xareropun IV BraneroT Tonbko
AKCIUTyaTallMOHHON HWHGOpMaIMe, 4To oOecrneynBaeTcsl OpraHU3alUOHHBIMU
Mepamu. Ilpm »3tomM gmma kareropuu IV He BiaacoT  IapoJIbHOM,
ayTeHTUGUITUPYIOIIEH W KiIrodeBor uHbopMammeit, ucrnoiaszyemoir B AUC, x
KOTOPBIM OHU HE UMEIOT CAHKIIMOHUPOBAHHOT'O AOCTYIIA.

[Ipeanonaraercs, 4ro nauua kateropud V BIAJCIOT B TOM WM WHOM 4acTu
YyBCTBUTEJIBHOW U OKCIUTyaTallMOHHOW wuH(OpMalmeir o cucrtemMe Tmepenadu
undopmaruun u odbmel nHPopMmanuerr 06 AUMC, uCmoOnb3yOUUX 3Ty CHCTEMY
nepenadn HHPOPMaIUU, YTO 0OECTIeunBaeTCsl OpPraHMU3aIlMOHHBIMUA MepaMu. [lpu
ATOM JMIla KaTeropum V HE BIAACIOT NAPOJbHOW W ayTeHTHDHIUPYOIICH
uHdopmarmei, ucnoaszyemoit B AUC.

[Ipeanonaraercs, yto auua kareropuu VI u nuna xareropun VIl no ypoBHio
3HaHUMN HE MPEBOCXOAAT JIMIla KaTeropuu V.

[Ipeanonaraercsi, uro numa kareropun VIl o0nanaroT 4vyBcTBUTENBHOU

undopmanueit 00 UCII/In u pynxunonansHo opueHtupoBanubix AVC, BKIto4as
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uHpopmaluio o0 ysI3BUMOCTAX TEXHUYECKHX M mporpamMMmubix cpeacts MCII/H.
OpraHu3alMOHHBIMUA MEPaMHU MPEI0JIaraeTcs UCKIYUTh JOCTYI JUL KATErOpUH
VIl x rexunueckum u nporpammubiM cpeactBaM MCII/In B MoMeHT 00paboTKu €
UCIOJIb30BAHUEM 3TUX CPEJICTB 3alIHIaeMOoi HH(OPMAIIIH.

Takum o6pazom, Hambonee uHpopmupoBanHbiMu 00 AUC sBisiioTCs nuia
kareropuu |l u nuua xareropuu VIII.

Crenenb MHGOOPMHUPOBAHHOCTH HAPYIIMTEINS 3aBUCUT OT MHOTHX (DaKTOPOB,
BKJItoUas peanu3oBaHHble B JIIIY KOHKpeTHblIE OpraHU3allMOHHBIE MEphl U
KOMIeTeHIMI0 HapymuTene. [loaToMy OOBEKTHBHO OLIEHUTh OOBEM 3HAHHM
BEPOSTHOI'0 HAPYIIUTENS B O0IIEM CTyyae MPaKTUYECKHU HEBO3MOKHO.

B cBiI3M ¢ UW3I0XKEHHBIM, C LEIbK0 CO3JAaHUS OIPEIEICHHOrO 3araca
OPOYHOCTH NPENOJAraercsi, 4YTO BEpOSTHbIE HapyIIMTENW o00JIaaaoT Bcel
uHpopMmanet, HeoOXOAMMON [UId TOATOTOBKM U pealu3allMd Yrpos, 3a
UCKJIIOYEHHEM HUH(POpMalUM, JOCTYl K KOTOPOMl €O CTOPOHBI HapyIIUTENs
UCKITFOYaeTCsl CUCTeMOM 3amuThl nHGopMmanuu. K Takol nHGOpMaIuu, Hapumep,
OTHOCHTCS MapojbHasl, ayTeHTU(OULIUPYIOIIAs U KItoYeBasi HHPOpMaIusl.

IIpeanonoxennss 00 UMEIIMXCH Y HAPYLIUTEIsI CPEACTBAX peau3alun
yrpos.

[Ipennonaraercs, 4To HAPYIIUTEIb UMEET:

- anmmapatHbie KoMnoHeHThl C3ITIxn u C® C3I1H;

- JIOCTYIIHbl€ B CBOOOJHOM NpOAaXe TEXHUYECKUE CPEICTBA U IPOrPAMMHOE
oOecIieueHue;

- CHeuualabHO pa3pabOTaHHBIE TEXHUYECKUE CpPEJACTBA M MPOTrPaMMHOE
obecreueHue.

BHyTpeHHMI HApyIIUTENb MOXKET UCIOIb30BaTh IITATHBIE CPECTBA.

CoctaB HMEWOIIMXCA Yy HApYLIUTENIsd CpPEICTB, KOTOPbIE OH MOXET

WCNOJIB30BATh Uil peanu3auuu yrpo3 Kb, a Takke BO3MOXHOCTM 10 UX
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NPUMEHEHUIO 3aBUCAT OT MHOTUX (PaKTOpOB, BKIIOYAs peaJu30BaHHbIE Ha
o0bekrax JIITY koHKpeTHbIE OpraHu3allMoOHHbIe MEPhl, PUHAHCOBBIE BOZMOKHOCTH
M KOMIleTeHUMI0 Hapymurened. [loaToMy OOBEKTHMBHO OLEHUTh COCTaB
UMEIOLIUXCS Y HapyluTels CpEeACTB peaju3allud yrpo3 B O0IIeM ciiydae
NPAKTUYECKH HEBO3MOKHO.

[Tostromy, nna cosnmanusi ycrouumBod C3IIJJn mnpennonaraercs, 4YTO
BEPOATHBIA HApYyLIUTENIb HMMEET BCE HEOOXOAUMBIC [IJIsi pealu3alli yrpo3
CpElICTBA, BO3MOXKHOCTH KOTOPBIX HE MPEBOCXOAST BO3MOMKHOCTH aHAJIOTHYHBIX
CPEICTB pealu3allMd Yrpo3 Ha HH(QOpPMAIUIO, COJAEPXKAIYI CBEICHHS,
COCTaBIIAIOIINE TOCYIAPCTBEHHYIO TalHy, M TEXHUYECKUE M TPOrpaMMHbIE
cpeacTBa, 00pabdaThIBarOIINE ATy HHPOPMAIIHIO.

Bwmecte ¢ TeM npeanonaraercs, 4To HApyIIUTENb HE UMEET:

- CPEJICTB MEPEXBATA B TEXHUUECKUX KaHATaX YTEUKH;

- CPEJICTB BO3JECHCTBUS YEPE3 CUTHAJIBHBIE 1IETIH;

- CPEJICTB BO3ACHCTBHS HA UICTOYHUKH U Yepe3 LIENU MUTAHNUS;

- CPEJICTB BO3JCHCTBUS Yepe3 LEMH 3a3EMIICHUS;

- CpEICTB AaKTHBHOTO BO3JCHCTBHS Ha TEXHHUYECKHUE CpeICTBa (CpElCTB
o0myueHus).

[Ipennonaraercs, 4yTo HanboJiee COBEPUICHHBIMU CPEICTBAMHU peaIU3alUU
yrpo3 obnagarot smmna kareropuu |1 u nmuna xareropun VIII.

5.3 Knaccupukanus yszsumocteit UCITAn

Vassumocte MCIIJIH — HegocTaToK miand ci1aboe MeCTO B CHCTEMHOM WU
MPUKJIIATHOM MPOrpaMMHOM (mporpamMMHO-anmapaTHOM ) obOecrieueHN N
aBTOMATHM3UPOBAHHON HWH(POPMAIIMOHHOM CHUCTEMBI, KOTOPOE MOXET OBITh
KCTOJIB30BAHO ISl Peau3aliii Yrpo3bl 0€30MaCHOCTH NEPCOHATBHBIX JAHHBIM.

HpI/I‘-II/IHaMI/I BO3HHMKHOBCHU YHSBHMOCTGI‘/'I SABJIAIOTCA:
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- OlUMOKY MpU NPOEKTUPOBAHUU U pa3zpabOTKe MPOrpaMMHOro (IporpaMMHO-
arnmapaTHOT0) oOecreueHus;

- IpeIHaMEpEeHHbIE  JCHUCTBUS 1O BHECEHUIO YSA3BUMOCTEH B  XOJIe
NPOCKTUPOBAHUSI U Pa3pabOTKU MTPOrpaMMHOro (MpOrpaMMHO-aNIapaTHOTO)
00eCIICUCHHS

- HEMpaBUJIbHBIE HACTPOWKH MPOrpaMMHOr0 oOecTedeHHs, HEMpPaBOMEPHOE
U3MEHEHHE PEKUMOB PA0OTHl YCTPOMCTB U MPOTPaMM;

- HECAHKIIMOHUPOBAaHHOE BHEAPEHHUE U  MCIOJIB30BAHUE  HEYYTCHHBIX
mporpaMM ¢ TOCHEAYIOIIUM HEOOOCHOBAaHHBIM PACXOJIOBAHHEM PECYpPCOB
(3arpy3ka mpolieccopa, 3axBaT ONEPATUBHOW MMaMSITH W MaMSITH Ha BHEITHUX
HOCHUTEJISX);

- BHEJIPEHUE  BPEJOHOCHBIX TMPOrpamMM, CO3JAIOIIUX  YA3BUMOCTH B
IPOrpaMMHOM M MPOTPAMMHO-aNTIapaTHOM 00ECIIeUeHUH;

- HECAHKAI[MOHUPOBAHHBIC  HEYMBIIIJICHHBIE  JCHCTBUS  IOJb30BATEIICH,
MPUBOJISAIINE K BOBHUKHOBEHUIO YSA3BUMOCTEM;

- coon B paboTe ammapaTHOro M MPOrPAMMHOIO OOecreueHUsl (BhI3BAHHBIC
cOOSIMH B DJIEKTPONIUTAHUM, BBIXOJIOM M3 CTPOS amnmapaTHBIX 3JIEMEHTOB B
pe3yibpTaTe CTapEeHHs] U CHIKEHUS HAJeKHOCTH, BHEIIHUMHU BO3ACHCTBHUIMU
AJIEKTPOMATrHUTHBIX MOJIEH TEXHUYECKUX YCTPOMCTB U JP.).

Paznuuarot cinegyroniue rpynnbl OCHOBHBIX YSI3BUMOCTEH:

- YA3BUMOCTH CHUCTEMHOr0 MpPOTrpaMMHOro oOecnedeHuss (B TOM YHCIIE
MIPOTOKOJIOB CETEBOTO B3aUMO/JICUCTBUS);

- YSA3BUMOCTH TIPUKJIAHOTO MPOTrpaMMHOTO oOecrieueHusi (B TOM 4YHUCIE
CPEJACTB 3alUTHl HH(POPMALIHH).

5.4 Ilepeuennb Bo3MOxkHBIX Y BII/IH
Ha UCITIH YupexaeHus MOKHO BBIJICIIUTD CJICAYIOIIUE YTPO3BI:

1. Yrpo3sl OT yTEUKH IO TEXHUYECKUM KaHaJIaM.
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1.1. YTpo3bl yTeuKkn akyCTUUECKON HH(POPMALIIH.

1.2. Yrpo3sl yTeuku BUIO0BOM HHPOpMALIUU.

1.3. Yrpo3sl yreuku undpopmanuu no kanaiam [I9MUH.

2. Yrpo3bl HECAaHKIIMOHUPOBAHHOT O A0CTyNa K HH(OpMaIuu.

2.1. VYrpo3sl yHHUYTOXKEHUS, XUIIEeHHS anmnapatHbelx cpencrs HWCIIAn
HocuTenei nHdopmanuu nyrem ¢puzudeckoro gocryna k snemenram UCIIH.

2.1.1. Kpaxa IIOBM;

2.1.2. Kpaxxa HocuTeneit uHpopManuu;

2.1.3. Kpaxa xirodeit u aTpuOyTOB JOCTYTIA;

2.1.4. Kpaxu, MoauduKalum, yHUYTOXEHUSI HH)OpMAIUK;

2.1.5. BeiBog u3 ctpos y310B [I9BM, kaHaiioB cBs3y;

2.1.6. HecaHKIIMOHMPOBAHHOE OTKJIFOUEHHUE CPEICTB 3AILUTHI.

2.2. Vrpo3sl XWIIEHHS, HECAHKIMOHHUPOBAHHON MoJIuDUKAIUN  WIH
OnokupoBaHusi uHMOpPMAIMKM 3a cueT HecaHKuuoHupoBanHoro moctyna (HCI) c
IPUMEHEHHEM MPOTPAMMHO-ANNapaTHBIX U MPOrPAMMHBIX CPEACTB (B TOM YHUCIE
MPOTPaMMHO-MAaTEMATHYECKUX BO3ICHCTBUN).

2.2.1. JleiicTBUS BPpEOHOCHBIX TPOTpamMM (BUPYCOB);

2.2.2. HenexnapupoBaHHbIE BO3MOXKHOCTH cucTteMHoro 110 u IIO nusa
00pabOTKH MEPCOHAIBHBIX TAHHBIX;

2.2.3. VYcranoBka I[IO He CBA3aHHOTO C MCIHOJHEHUEM CIYXEOHBIX
00513aHHOCTEH.

2.3. Yrpo3bl HE NPEIHAMEPEHHBIX JECHUCTBUU MOJIB30BATENEH U HAPYIICHUN
oe3onacHoctu ¢pyaknuoruposanus UCII[Ia u C3I1/IH B ee coctaBe n3-3a cO0eB B
IIPOrPAMMHOM OO€CIIEUYEHNH, a TakKe OT Yrpo3 HEaHTPONOreHHOro (cOoeB
annaparypsl M3-3a HEHAJEXHOCTH DJIIEMEHTOB, COOEB JJIEKTPONUTAHUS) H
CTUXUIHOTO (yAapOB MOJIHUM, MMOKAPOB, HABOJHEHUN U T.I1.) XapaKTepa.

2.3.1. YTpara xnroueid u aTpuOyTOB AOCTYIIA;
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2.3.2. Henpennamepennas wmoaudukanus (yHUUTOXXEHHE) HWHGOpMAIUU
COTPYIHUKAMU;

2.3.3. HenpeanamepeHHOE OTKIIOUYEHUE CPE/ICTB 3alUTHI;

2.3.4. BbIxoJ1 U3 CTPOsI anmnapaTHO-IPOrPAMMHBIX CPEJICTB;

2.3.5. Cooii cucteMbl 3JIEKTPOCHAOKEHNUS;

2.3.6. Ctuxuiinoe OeCTBHE.

2.4. Yrpo3bl IpeIHAMEPEHHBIX J€HCTBUN BHYTPEHHUX HAPYIIUTENCH.

2.4.1. Jdoctyn k uHpopMauuu, MoAU(UKAIMSA, YHUUYTOKEHHE JIUI[ HE
JIOTMYIIEHHBIX K €€ 00paboTKe;

2.42. Pazrnamenue  uHbOpMalMHM,  MOAUPUKALMS,  YHUYTOKECHHE
COTpPYIHUKaMHU JIOMYIIEHHBIMU K ee 00padoTKe.

2.5. Yrpo3bl HECAaHKIIMOHMPOBAHHOTO AOCTYIIA [0 KaHalaM CBSI3U.

2.5.1. Yrpo3a «AHanu3 ceTeBoro Tpaduka» c mepexBaToMm mnepeaaBaeMon u3
NCITI1a u npuHUMaeMO# U3 BHEITHUX ceTel nH(opMaIum:

2.5.1.1. Ilepexsat 3a nepeaeaaMu ¢ KOHTPOIUPYEMOM 30HbI;

2.5.1.2. TlepexBar B mpeaeiaax KOHTPOJIUPYEMON 30HbI BHEIIHUMHU
HApYLIUTEISAMU;

2.5.1.3. TlepexBar B mpeaenax KOHTPOJIUPYEMOM 30HbI BHYTPEHHUMH
HapyUIUTEISIMU.

2.5.2. Yrpo3bl CKaHUPOBAHMSI, HATIPABJICHHBIC HA BBISBICHHUE THUIA WIH THIIOB
UCIIOJIb3YEMBIX OIEPAllMOHHBIX CHUCTEM, CETEBBIX aJPECOB padOYMX CTAHLMM
NCTIJIH, TOMOJIOTHU CETH, OTKPBITBHIX MOPTOB U CITYkKO, OTKPBHITBHIX COSAMHEHUN U
Ap.

2.5.3. Yrpo3bl BBISIBJICHHS NTAPOJIEHN 10 CETH.

2.5.4. YTpo3bl HaBSA3BIBAHKE JIO)KHOTO MapIIpyTa CETH.

2.5.5. Yrpo3bl NOJMEHBI JOBEPEHHOTO 00BEKTA B CETH.
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2.5.6. Yrpo3wl BHeapeHus JioxHOTO oObekTta kak B MCII[IH, Tak u BO
BHEIIIHUX CETSIX.

2.5.7. Yrpo3ssl Tuna «OTKa3 B 00CITyKUBAHUN.

2.5.8. Yrpo3sl yIaJeHHOT0 3amycKa IPUI0KEHUMN.

2.5.9. Yrpo3sl BHEIpEHUS IO CETH BPEJOHOCHBIX MTPOrpamM.

5. 5 BepositHocTh peanusanuu YBII/Iu

[lon BepoOSATHOCTBIO peanu3alMi Yrpo3bl TOHUMAETCS OIpeaesieMbli
AKCIEPTHBIM MyTEM TOKa3aTelb, XapaKTEePU3YIOUIUH, HACKOJIBKO BEpPOSTHBIM
ABIIIETCS peanu3anus KOHKpeTHOH yrpossl O6ezonacHoctu [1[n mns UCII[An B
CKJIAIBIBAIOIIMXCS YCIOBUSIX 0OCTAHOBKH.

Yucnooit kodpdunment (Yz) s OIEHKM BEPOSITHOCTH BO3HMKHOBEHUS
yrpo3bl onpenensercs 1no 4 BepOaibHbIM rpaialiusiM 3TOTO MOKA3aTeNs:

MaJIOBEPOSITHO - OTCYTCTBYIOT OOBEKTUBHBIE PEATOCHIIKH TSt
ocymectBiacHus yrpo3sl (Y2 = 0);

HHM3Kasi BEPOSATHOCTb- OObEKTUBHBIE MPEATIOCHUIKH ISl peasIi3allii yIPO3bl
CYILIECTBYIOT, HO IPUHATHIE MEPHI CYIIECTBEHHO 3aTPYAHSIOT €€ peann3auuto (Yo =
2);

CpelHsA BEPOSAITHOCTb - OOBEKTHUBHBIE MPEANOCHUIKUA Ui pealn3aluu
yIpo3bl CYIIECTBYIOT, HO MpPHHATHIE Mepbl obecrneueHus Oe3omacHoctu I1J1H
HepocTaTouHbl (Y2 = 5);

BBICOKAasl BEPOSITHOCTb - OOBEKTUBHBIE MPEANOCBUIKA I pean3aluu
yIpo3bl CYIIECTBYIOT U Mephl N0 obecneueHuto OezonacHocTu [I/IH He MPUHSATHI
(Yz = 10).

5.5.1 ¥Yrpo3sl yreuxku uH¢popManuu N0 TeXHUYECKUM KaHaJIaM
5.5.1.1 Yrpo3sl yTeuku aKyCTU4eCcKO# (peueBoiil) HH(poOpMaLMH.

Bo3HukHOBEHHE yrpo3 YTEUKH aKyCTUUYECKOW (peudeBoil) wuHbopMaimmy,

COJIepIKAIIEHUCST HEMTOCPEACTBEHHO B MPOU3HOCHUMON peun noJib3oBarenss NUCII/IH,
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npu o6padotke I1JJln B UCIIJIH, BO3MOXKHO MPU HATUYUHU (PYHKIIUH TOJIOCOBOTO
Beoga I[1/ln B UCII[An wnmu ¢ynxuuit BocnpousBeneHus I[I/[H akyctuueckumu
cpeactBamu UCII/IH.

B MUCIHAx ¢yskuun rojocoBoro BBojga [I[lH  wim  QyHkium
BocrnpousBeaeHud [1JIH akyCTUUECKUMU CPEACTBAMU OTCYTCTBYIOT.

BeposiTHOCTH peanu3anuu yrpo3sl — MaJ0BepPOSITHA.

5.5.1.2 Yrpo3sl yTeuKku BUA0BOH MH(POpMALUH.

Peanuzanuss yrpo3sl yT€UKd BHJIOBOM HHGOpPMAIMU BO3MOXHA 3a CYET
npocMoTrpa HWHGOPMAIMA C TOMOIIBI0 ONTHYECKUX (OMTHUKO-DJICKTPOHHBIX)
CPEICTB C OJKpPAaHOB JHCIUIEEB U JPYTHMX CPEACTB OTOOpa)KeHUs CpPENCTB
BBIUHUCITUTEIBHOW TEXHUKH, HMHPOPMAIMOHHO-BBIUYUCIUTENIBHBIX KOMILJIEKCOB,
TEXHUYECKUX CPEJICTB 00pabOTKH rpaduyuecKkoi, BUIeO U OyKBEHHO-IU(POBOMH
uHdopMmanuu, Bxoasmux B coctaB UCIT/IH.

Ha oxHax ucnonb3yroTcs Kajlto3u U 3aHaBeCKU. J[0CTyn MOCTOPOHHUX JIUIL B
MIOMEIIEHHS, B KOTOPBIX Mpou3BoAuTcs oopadorka ITJIH, orpanudes.

BeposiTHOCTH peanu3anuu yrpo3bl — MaJ0BepOSITHA.

5.5.1.3 Yrpo3sl yreuku nuapopmanun no kanaiaam IIDMHUH.

VYrpo3sl yreuku wunHdopmanmu 1o kanamy I[IOMUH, Bo3MoxHBI H3-3a
HaJW4usl Mapa3uTHBIX AJIEKTPOMAarHUTHBIX U3NydeHul y anemenToB UCII/IH.

VYrpo3za yreukn umHpopmaruu, coaepxkamed [IJ{n, mo kamany IIOMUWH
BO3MOXHA, 32 CUET II€PEXBaTa TEXHUYECKUMU CPEICTBAMH PA3BEAKHU 3a MPEIEIIaMuU
KoHTponupyemord 30Hbl [IDMUH, Bo3nukaromux mnpu obpaborke I1/x
cpeactBamu BeruuciauTenbHOM TexHuku WCII/IH. Haubonee omacHbIM peKUMOM
paboOThl CPENCTB BHIYUCIUTEIHHOW TEXHHWKHU SIBISIETCS BBIBOA WHGOpMAIMM Ha
SKpaH MOHHUTOpPa  aBTOMAaTU3MPOBAHHOTO  paboyero Mecrta  omeparopa

(nonb3oBatens) UCIIIH.

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
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Onementsl MCIIJIH HaxomATcs B caMOM LEHTpE 3[aHUS U DKPaHUPYHOTCA
HECKOJIBKUMH HECYIIMMHM CT€HaMH, M TApa3sUTHBIA CHUTHAJI MACKHUpPYETCs ¢
MHOKECTBOM JIPYTUX Mapa3sUTHBIX CUTHAJIOB 3JIeMEHTOB He BXxoasamux B UCII/IH.

BeposiTHOCTH peanu3anuu yrpo3sl — MaJ0BepPOSITHA.

5.5.2. ¥Yrpo3bl HeCAHKIIHOHUPOBAHHOI'0 10CTYNa K HH(popMauuu

Peanuzauus yrpo3 HCJl k unopmanuyu MOXET NPUBOJIUTH K CIEIYIOUIUM
BUJIaM HapylIeHHs ee 0€30MacHOCTH:

- HapyLICHUIO0 KOH(UIEHIHATBHOCTH (KOMHMPOBAaHUE, HEMPaBOMEPHOE
pacrpocTpaHeHHe);

- HapyIIEHHUIO 1IEIOCTHOCTH (YHUUTOKEHUE, U3MEHEHHE);

- HapyIIEHUIO IOCTYMHOCTH (OJIOKUPOBAHUE).

5.5.2.1 Yrpo3bl yHUUTOXKEeHUS, XuleHus: annapatHbix cpeacts UCIIn,
HocHuTesiel nHpopManun nmyTem pusndeckoro gocryna k emedram UCIIAn

Kpaosica IIDBM.

VYrpo3a ocymectBiasiercas nyrem HCJI BHEMIHMMH HW  BHYTPEHHUMH
HapYLIUTEIAMU B TOMELIEHUSX, e pacnoyioxkeHbl 3seMeHTsl UCIT/H.

B VYwupexnenunm BBeaeH KOHTposib jaoctyna. Kioroum OT cepBepHOro
MOMEIICHHS YUPEKACHHUS XPAHITCS Yy CHUCTEMHOTO aaMuHucTpaTopa. KabuHeTsb
MIOJIb30BATEIICH 3aIUPAIOTCS HA KIIFOYH.

BeposiTHOCTB peanu3anuu yrpo3sl — MaJ10BepPOsAATHA.

Kpaosica nocumeneii ungpopmayuu

Vrpoza ocymectBiasierca nyrem HCJI BHemHUMH UM BHYTPEHHUMH
HApYIIUTEISIMU K HOCHTENssM uHbopmarmu. B pesynprate  BO3MOXKHO
HECAHKI[MOHUPOBAHHOE KOMMPOBAHHE  PA3[ECIOB CHUCTEMbl XPAaHEHUS JaHHBIX
ITAaTHBIMU CPEACTBAMU HA CHEMHBIE YCTPOWCTBA XPAHCHUS.

B Vwupexnenunm BBeAeH KOHTpoib JAocTyna. Kiroum OT cepBEepHOro

MOMEIIEHUS YUPEKJCHUSI XPaHATCS y CHUCTEMHOro aamuHuctpatopa. KaOunersl
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MOJIB30BATEIIEN 3aMPAIOTCS HAa KIIOUYU. XPAHEHHUE HOCUTEINIEN OCYIIECTBISETCS B
ceride.

Hoctyn k texuudeckuMm cpeactsam MCII/In npu oOciaykuBaHUM BO3MOXKEH
TOJIBKO IOJ KOHTPOJEM CO CTOPOHBI CUCTEMHOIO agMuHHCTparopa. [lepeHocHbIe
komnbroTepsl ans 0opadotku [1JIH B UCIT/IH He ucnons3yrorces.

BeposiTHOCTH peanu3anuu yrpo3sl — MaJ0BepOsSITHA.

Kpaoica knroueit u ampudymoe oocmyna.

VYrpo3za ocymectBiserca nyrem HCJ[ BHemIHUMH W BHYTPEHHUMH
HApYIIUTENISIMHU B IOMEILIEHUAX, TJI€ TPOUCXOIUT paboTa MoJib30BaTeleH.

B Vupexnenun BBeAeH KOHTpOJb jaoctyna. Kiroum oOT cepBepHOro
MIOMEILCHUS YUPEXKJICHUS XPAHATCS y CHCTEMHOro aJaMHHHCTpaTopa. KaGuHeTs
II0JIb30BATEIICH 3aIMPAOTCS HA KIIFOYH.

BeposiTHOCTH peanu3anuu yrpo3sl — MaJ0BepPOsATHA.

Kpasicu, moougpuxkayuu, ynuumosrcenusn ungopmayuu

VYrpo3a ocymectBiusiercs myréM HCJ[ BHemHuMH U BHYTPECHHUMH
HapYILIUTEIAIMU B IOMEUIEHUAX, rae pacnonoxensl aneMenTsl UCII/IH u cpenctsa
3aIlUTHI, a TAKXKE MPOUCXOAUT PaboTa MOJIb30BATEIICH.

B Vwupexnenunm BBeaeH KOHTpoib jaoctyna. Kiorounm oOT cepBepHOro
MOMEIICHHS YUPEKACHHUSI XPAHIATCS Y CHUCTEMHOTO aJMHUHHCTpaTtopa. KaOuHeTs
MIOJIb30BATEIIEN 3aIUPAIOTCS HA KITFOYH.

BeposiTHOCTB peanu3anuu yrpo3sl — MaJI0BepPOsTHA.

Bu1600 uz cmposa yznoe IIBM u kananoe ceasu

Vrpoza ocymectBiasierca nyrem HCJI BHemHUMH UM BHYTPEHHUMH
HapyILIUTENISIMU B TOMENIEHUs, TAe pacnoioxensl anemenTsl UCIIIn u nmpoxoast

KaHaJIbl CBA3HU.
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B Vwupexnenuun BBeAeH KOHTpOdb JjocTyna. Kiwoum OT CcepBEepHOro
MOMEIIECHUS YUPEKICHUSI XPaHATCS Y CHUCTEMHOro aamMuHuctparopa. KaOunersl
MOJIB30BATEIICH 3aMUPAIOTCS HA KITIOYH.

BeposiTHOCTH peanu3aiuu yrpo3sl — MaJ0BEePOATHA.

Hecankuyuonuposannoe omiiniouenue cpeocmae 3auiumeal.

VYrpo3za ocymectBisierca nyremM HCJ[ BHEIHUMM U BHYTPEHHUMH
HapyIIUTEIIMU B IOMEUIEHUSX, T/I€ pacnoiokeHbl cpeactra 3amuTsbl MCIIIH.

B Vwupexnenuun BBeAeH KOHTpPOJb JjocTyna. Kiroum OT CcepBEepHOro
MOMEIIEHUS YUPEKIEHUS XPAHATCA Yy CUCTEMHOTO ajaMuHucTpartopa. KaOuHeTs
[0JI30BATEIIEH 3alIMPAIOTCS Ha KITFOYH.

Bo3moxxHOCTh OTKIIOUEHUs uiu u3MeHeHus HacTpoek C3U mosb3oBarenem
3anpenieHa. Hactpoiika cpenctB pasrpanudeHus nocryna k pecypcam WCIIIx
IPOU3BOAUTCSA CUCTEMHBIM aIMUHHCTPATOPOM.

BeposiTHOCTH peanu3anuu yrpo3bl — MaJ0BepOSITHA.

5.5.2.2 Yrpo3sl XulleHUsl, HECAHKIIMOHUPOBAHHON MOTU(PUKANNH UITH
010kMpoBaHus MHGPOPMALMH 32 CYET HECAHKIMOHMPOBAHHOIO 10CTYy A
(HCJ) ¢ npuMeHeHHeM NPOrPaMMHO-ANNAPATHBIX U MPOTPAMMHBIX CPeICTB
(B TOM 4HCJIe IPOrPAMMHO-MATEMATHYECKUX BO31eHUCTBHUIL).

Heiicmeus epedonocuvix npozpamm (6upycos).

[IporpaMMHO-MaTEMaTUYECKOE BO3JACUCTBHUE - 3TO BO3JAECHCTBUE C MOMOIIBIO
BPEIOHOCHBIX  mporpamMm. I[IporpamMmoii ¢  IOTEHIUAIBHO  OINACHBIMU
MOCJEACTBUSMU WUJIU BPEIOHOCHOM MPOrpaMMoil (BUPYCOM) Ha3bIBalOT HEKOTOPYIO
CaMOCTOSATETIbHYIO TporpamMmy (HaOOp HMHCTPYKIMH), KOTOpas CHocoOHa
BBITIOJTHATH JTF000€ HEMYCTOE TTOJIMHOKECTBO CICTYIOMIIX (DYHKITHIA:

- CKpbIBaTh MPHU3HAKA CBOEr0 MNPUCYTCTBUSA B IPOTPAMMHON Cpeae

KOMIIBIOTEPA;
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- 00ya1aTh CIOCOOHOCTHIO K CaMOIyOJIMPOBAHUIO, aCCOIMUPOBAHUIO Ce0s C
IPYTMMH MpOrpaMMaMH U (MJIM) MEPEHOCY CBOMX (parMEeHTOB B MHBIE 00JaCTU
OIEPATUBHOM WJIM BHEUIHEH MAMSTH;

- paspymath (HMCKaxaTh MPOU3BOJIBLHBIM 00pa3oM) KOJ MpPOTpaMM B
OTePaTUBHOMN NaAMSTH;

- BBITIOJIHSITE 0€3 HMHUIMUPOBAHMS CO CTOPOHBI IOJB30BATENS
(MONIB30BATENILCKOM  MpOrpaMMbl B IITATHOM PEXUME €€  BBITIOJHCHMS)
JECTPYKTUBHBIC PYHKIIMH (KOTTUPOBAHUS, YHUUYTOKECHUS, OJIOKUPOBAHUS U T.I1.);

- COXpaHATh (PparMeHThl HH(POpPMAIIMKM U3 ONEPATUBHOM TMaMSITH B
HEKOTOPBIX O0O0JIACTSX BHENIHEW MaMsITH MPSAMOro J0CTyrNa (JOKaJIbHBIX WIH
yAaJ€HHBIX);

- HMCKa)XxaThb MPOU3BOJBHBIM 00pa3oM, OJOKUpOBaTh W (WJIM) MOJAMEHSTH
BBIBOJIUMBIA BO BHEIIHIOIO MaMsTh WJIM B KaHAJ CBSI3W MacCUB HWHMOpMaIuH,
oOpa3oBaBIIWiicd B pe3yiabTaTe paldOThl MNPUKIATHBIX NPOrpPaMM, HIU YKe
HaXOJIAIIHUECS BO BHEIIHEW MaMSATH MACCUBBI JAHHBIX.

B Vwupexnenun Ha Bcex anemeHtax MCIIJIH ycraHOBIIeHa aHTUBHpYCHas
3allliTa, TI0JIb30BATEIM MPOUMHCTPYKTUPOBAHBI O MEpax MPEeAOTBPAILICHUS
BUPYCHOTO 3apaKeHUSI.

BeposiTHOCTB peanu3anuu yrpo3sl — 2614emcsa HU3KOu.

Heoexknapuposannwvie 603moxcnocmu cucmemnozo IO u IO ona
00padomKu nepcoHanbHuIX OAHHDBIX.

HenexnapupoBaHHbIE BO3MOXHOCTH — (YHKIIMOHATBHBIE BO3MOKHOCTH
CPEACTB BBIYMCIUTEIBHON TEXHUKH, HE OINHCAHHBIE WJIM HE COOTBETCTBYIOIIHE
OMMCAaHHBIM B JIOKYMEHTAlluW, MpPH HCIOJIb30BAHUU KOTOPHIX BO3MOMKHO
HapylieHue KOH(PUACHIIMATBLHOCTH, JOCTYIIHOCTH ~ WM  LEJIOCTHOCTHU
oOpabatbiBaeMoil HHPOPMAIUH.

BeposiTHOCTB peanu3anuy yrpo3bl OBBIIIAETCA:
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- IPU YBEJIIMYEHUHU DJIEMEHTOB, B TOM YHCJIE MPOTPAMMHOTO OOeCIeueHus,
NCII/H;

- TIpY YBEIMYCHUH YUCIa QYHKITMOHAIBHBIX CBS3CH MEXTY dJIEMCHTAMU;

- HAJIMYUH TIOKITFOYCHHSI K CETSM OOIIEro JOCTyIa 1 (WIH) MEXIyHApOIHOTO
oOMeHa.

OOOOIIEHHBI CITUCOK BEPOSTHOCTH PealM3allii YIPO3 IS Pa3HBIX THIIOB

NCITIn npeacTaBieH B TadauIe 5.

Tabnuua 5
Koadd. BeposraocTn
BepositHocTh
Tun UCITAH peanusanuu yrpo3sl
peai3aIyy yrpo3sl
HapyIIUTEIeM

AstonomHuas MC | Tuna MaJIOBEPOSITHAS 0
AstonomHuas UC Il tuma MaJIOBEPOSITHAS 0
AstonomHas VIC Il tuma MaJIOBEPOSITHAS 0
AstonomHuas VIC IV tuna MaJIOBEPOSITHAS 0
AstonomHuas MIC V tuna MaJIOBEPOSITHAS 0
AstonomHuas MIC VI tuna MaJIOBEPOSITHAS 0
JINC | tuma MaJIOBEPOSITHAS 0
JIC Il Tuna HU3Kas 2
Pacnpenenennas UC | tumna HU3Kas 2
Pacnpenenennas MC |l Tuna HU3Kas 2

B cnyuae ecim B 00paboTke MepCcOHANBHBIX MaHHBIX YydacTByeT [IO
coOcTBeHHON pa3pabotrku wnu crangaptaoe [1O, mopaboTaHHOE MOA HYKIBI
YUPEKICHUS], TO CIETYET MOBBICUTH 3HAUEHUE BEPOSITHOCTU PeAM3alUK YTPO3BI:

- niist Becex TunoB MCII/IH, kpome ABToHOMHas MIC | Tuma, Ha mopsioK;

- nst Pacnipenenennoit IC |l Tuna Ha nBa mopsiaka.

B nannowm ciyuae paccmarpuBaercs Jlokansnas VC |l Tuna.

BepOHTHOCTB peain3aliii yIrpoO3bl — ABJACTCH HU3KOI.
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Yemanoska IO  ne  ceéa3amn020 ¢ UCHONHEHUEM  CIYIHCEOHDBIX
oda3anHOCmell

Yrpo3a ocyuiecTBisieTcsi NyTEM HECAHKIMOHMPOBAHHOM ycTaHOBKH [IO
BHYTPEHHUMH  HApPYIIUTEISAMU, YTO MOXKET TNPHUBECTH K  HAPYIICHUIO
KOH(UACHIIMATBHOCTH, 1eJOCTHOCTU W jgoctynHocTu Bced WCII[IH wumu ee
3JIEMEHTOB.

B Vupexnaenuun BBeIEHO pa3rpaHUYEHHME  MpaBaMH IMOJb30BaTENIC Ha
YCTaHOBKY I1O U OCYILIECTBIISIETCA KOHTPOJIb, MOJIb30BaTEIH
MPOUHCTPYKTUPOBAHBI O MOJUTHKE ycTaHoBKkH [10.

BeposiTHOCTH peanu3aiiuu yrpo3bl —MaJiOBEePOSITHA.
5.5.2.3 Yrpo3bl He nIpeIHAMEePEHHbIX AeiiCTBUIA MOJIb30BaTe/Ieid 1 HApyIIeH Uil

0esonacnoctn pynkuuonnposanus UCIIIn u C3I1/In B ee cocTaBe u3-3a
c00eB B MIPOrPaMMHOM 00eClie4eHUH, a TAK:Ke 0T YITPO3 HEAHTPOIOTeHHOI 0
(cOoeB anmapaTypbl U3-32 HEHA/IEKHOCTH 3JIEMEHTOB, c00eB
JIEKTPONUTAHUSA) U CTUXHMHHOTO (YIapOB MOJIHMH, N10KAPOB, HABOJHEHUN U
T.IL.) XapaKrepa.

Ympama knrwoueii u ampuodymos oocmyna.

Yrpoza MOXET OCYIIECTBISATBCA 3a CYET uesjoBedeckoro (axropa
nonb3oBareneid UCII/IH, KoTopble HapylIalOT MOJ0KEHUS TapOJIbHON TOJUTHKU B
YacTU MX CO3[IaHMsl (CO3AI0T JIETKUE WIH MYCThIE Mapojid, HE MEHSIOT MapOoJIH IO
HMCTEUEHUHU CpPOKA MX JKU3HU WM KOMIPOMETAlMM U T.I.) U XpPaHEHHS
(3amuchIBAlOT TApojii Ha OyMaKHbIE€ HOCHUTENM, MEpeNaloT KIIYU JI0CTyNa
TPETHUM JIMLIAM U T.I1.) UJIU HE OCBEJIOMJIEHBI O HHX.

B Vupexnenuun BBeleHa TMaposibHash TMOJHUTHKA, MPEeAyCMaTpUBAIOLIAs
CJIOKHOCTb MapoJjsi U MEPUOJUYECKYIO €r0 CMEHY, BBEJCHA MOJUTHUKA «UHUCTOTO
crona». Ilonb3oBarenu MNPOUHCTPYKTUPOBAHBI O MAPOJIbHOW TMOJIUTUKE U O

JNEUCTBUAX B CIIy4ae yTPaThl WJIM KOMIIPOMETALNU NTAPOJIEH.
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BeposTHOCTH peanu3anuu yrpo3sl — SIBJAETCH HU3KOH.

Henpeonamepennaa  moouguxayuna  (yHuumooscenue) ungopmayuu
COMPYOHUKOM.

Yrpoza MOXET OCYHIECTBISATHCA 3a CYET 4YelloBeyecKoro ¢akropa
nons3oBareneir  MCIIJIH, koTopble  HapymiaioT mpaBujia  paboOThl  C
KoH(puAeHIMaTEHON nH(pOpMaIHei.

[lepen wHawasom paboTHl KaAbId MOJb30BaTeNb u3ydaeT WHCTpyKumio
noyib3oBarensa. B YupexIeHMM OCyIIEeCTBISETCS pPE3EpBHOE KOMHUPOBAHHE
oOpabatbiBaeMbix [1J]H, monb3oBaTeNM NPOUHCTPYKTUPOBaHbI 0 padore ¢ UCII/IH.

BeposTHOCTH peanu3anuu yrpo3sl — MaJ0BepOSITHA.

Henpeonamepennoe omxnioueHue cpeocme 3auiumol

Yrpo3za ocymiecTBisieTcsl 3a CuUeT JEeWCTBUSA dYelloBeuecKoro (¢akropa
nosibzoBareneid MCIIIH, KOTOphle HapymIaroT MOJIOKEHUS MPUHATHIX MPABUII
pa6otsl ¢ UCII/IH 1 cpeacTBaMu 3aIMThl UM HE OCBEIOMJICHBI O HUX.

B VYupexneHnnu BBeeH KOHTPOJIb JOCTYIA B KOHTPOJIUPYEMYIO 30HY, IBEPH
3aKpBIBAIOTCS HA 3aMOK, OCYIIECTBISIETCA pa3rpaHUYECHHUE AOCTYIa K HacTpoKam
PEXXUMOB CPEJCTB 3alllUThI, MOJB30BATENIN MPOUHCTPYKTUPOBAHBI O paboTe C
NCIIOH,

BeposTHOCTB peanu3anuu yrpo3sl - MaJ0BEpOATHA.

Bbixo0 u3z cmpoa annapamuo-npozpammuslx cpeocme

Yrpo3a  OCyIIECTBISAETCS  BCIEICTBHE  HECOBEPIICHCTBA  anIapaTHO-
IIPOTPAaMMHBIX CPEACTB, H3-3a KOTOPBIX MOXET IPOUCXOAWTH HAPYLICHUE
HEJIOCTHOCTH M TOCTYITHOCTH 3alUIaeMoi HH(OpMaIIKU.

B Vupexnenun ocymecTBiasieTcsi pe3epBHOE KOMUPOBaHUE WH(OPMALIUK.

BeposTHOCTB peanu3anuy yrpo3sl — MaJ0BEpPOSITHA.

Cooit cucmemwt 31eKMPOCHADIHCEHUA
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Yrpo3za OCYIIECTBIISAECTCA BCJICICTBHC HECOBEPIICHCTBA CHUCTEMBI
AIEKTPOCHAOKEHUS, U3-3a YETO MOXKET IMPOUCXOIUTh HApYIICHHUE IEIOCTHOCTH U
JOCTYIHOCTH 3aluIiaeMoi nHpopMarm.

B Vwupexnenuun ko BceM kitoueBbIM 3neMeHTaM WCIIIH moakiItoueHbl
UCTOYHUKU OecriepeOOMHOT0 MUTAHUS U OCYIIECTBIISIETCSI PE3EPBHOE KOIMMUPOBAHUE
uH(OpMaIIH.

BeposiTHOCTH peanu3aiiuu yrpo3bl — MaJOBEPOSITHA.

Cmuxuiinoe 6eocmeue

Yrpo3a OCyIIECTBISETCS BCJIEACTBHE HECOOIONCHUS MEp IOXapHOM
0€e30MMacHOCTH.

B VYupexneHun ycTaHOBIIEHA TMOXKapHash CUTHAIWA3ALMA, [OJIb30BATEIN
MPOMHCTPYKTUPOBAHBl O JICUCTBUSX B ClIyda€ BO3HUKHOBECHHUS BHEIITATHBIX
CUTYAIUN.

BeposiTHOCTh peanu3anuu yrpo3sl — MaJ0BepPOsiTHA.

5.5.2.4 Yrpo3bl npeiHaMepPEeHHbIX JIeiicCTBUA BHYTPEHHUX HAPyIIUTe el

Jocmyn K uH@opmayuu, modugpukayus, yHuumodyceHue Juy, He
0ONYyuWeHHBIX K ee 00pabomke

VYrpo3za ocymectBisiercs nyreM HC/I BHeIHUX HapymuTenel B MOMEIICHHUS,
rae pacnonoxensl anemMenTsl UCIIJIH u cpeactBa 3aliuThl, a Tak e MPOUCXOIUT
paboTa noJjib30BaTENEH.

B Vupexnenuu BBeeH KOHTPOJIb JOCTYIA B KOHTPOJIUPYEMYIO 30HY, IBEpH
3aKpBIBAIOTCS HA 3aMOK.

BeposTHOCTH peanu3anuu yrpo3sl — MaJ0BepPOSITHA.

Pazenawmenue ungopmayuu, Moougukayus, YHUUmMOMCceHue

COmMpPyOHUKaAMU 0ONYUIEHHBIMU K ee 00padomke
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VYrpo3za ocymiecTBisieTcss 3a CuUeT JEWCTBUSA 4YelloBeuecKoro (akropa
nons3oBarened MCIIJIH, KOTOphle HapylIAlOT IOJOKEHUS O HEpa3rialleHuu
oOpabaTtbiBaeMoii MH(GOPMAIIUU WU HE OCBEIOMJICHBI O HUX.

B Vupexaenunm mnonb30BaTE€IM OCBEJOMIIEHBI O TOpsAAKe paboOThl C
NEPCOHANBHBIMU JAHHBIMU, a TaK ke noanucann CorjameHne 0 Hepas3rialleHUH.

BepOHTHOCTB pcain3anun yrpo3bl — ABJIHETCH HHU3KOM.

5.5.2.5 Yrpo3pl HeCAHKIMOHUPOBAHHOTIO JJOCTYIA M0 KAHAJIAM CBA3M

B cootBercTBUU ¢ «THUMOBOI MOAENBIO Yrpo3 O€30MaCHOCTH MEPCOHATBHBIX
JaHHBIX, 0OpabaTbiBaeMbIX B pacnpeaeseHHbx UCIIJIH, uMeromux moakiroYeHue
K CeTsM OOIero Moib30BaHus U (WIM) MEXKIYHapOJHOTO HH(OPMAIMOHHOTO
oOMeHa» (1. 6.6.ba3oBoit Momenn yrpo3 0€30MaCHOCTH MEPCOHANBHBIX JTAaHHBIX
npu ux 00paboTke B HMHPOPMAIMOHHBIX CHUCTEMaxX MEPCOHAIbHBIX JIaHHBIX,
yTBepkaeHHO# 3amecTtuteneMm aupekropa @CTIOK Poccun 15 despans 2008 r.),
st UCITJIH  MOXHO paccMarpuBaTh CJHEAYIOIIME Yrpo3bl, PEAIU3YyEMBIE C
UCIIOJIb30BAHUEM MTPOTOKOJIOB MEKCETEBOI0 B3aUMOICHCTBUS:

- yrpo3a «AHaiu3 cereBoro Tpaduka» ¢ TMepexBaToM IepefaBaeMoil u3
NCTIJIn u nppHUMaeMoi U3 BHEIIHUX CeTeH MHGOpMAIIH;

- YIpO3bl CKaHMPOBAHHWsI, HAIIPABIICHHBIC HA BBISBICHUE THUIIA WM THUIIOB
HCIIOJIb3YeMbIX OTIEPAIMOHHBIX CHCTEM, CETEBBIX aJpEecOoB pabOUYUX CTAHIIHHA
NCTIJIH, TOMOJIOTHU CETH, OTKPBITBHIX MOPTOB U CITYXKO, OTKPBITBHIX COSAMHEHUN U
Ap.;

- YIPO3bI BBISBIICHUS MapoJIeH IO CETH;

- YIpO3bl HABA3BIBAHUE JIOKHOIO MapuIpyTa CETH;

- YIrpO3bl OJIMEHBI IOBEPEHHOTO O0OBEKTA B CETH;

- Yrpo3bl BHeJpeHus J0xHoro oobekta kak B MCII/IH, Tak U BO BHEIIHHX

CETSX;
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- yrpo3sl Thna «OTka3 B 00CITyKUBAaHUNY;

- YIpO3bl YAAJIECHHOTO 3aIlyCKa MPUII0KEHHUI;

- YIpO3bl BHEJPEHHUS IO CETH BPEAOHOCHBIX MTPOTPAMM.

Yepo3za «Ananuz cemesozo mpaghuka»

DTa yrpo3a peanu3yeTcs ¢ TOMOIIbI0 CHENHAIBHON MpOorpaMMbl-aHAIM3aTOPa
nakeToB (Shiffer), mepexsaTpiBaroleli Bce MaKeThl, NepeaaBacMble MO CEIMEHTY
CETH, W BBIACIIONICH CpeIu HUX T€, B KOTOPBIX MEpeiaroTcs HUACHTH(PUKATOP
MOJI30BATENS U €r0 MapoJib. B xo/e peanuzanuu yrpo3bl HapyIIUTENb:

- uzydyaet Jsoruky padorel HCII[IH - TO €CTh CTpPEeMUTCS TOJTYYUTh
OJIHO3HAYHOE COOTBETCTBUE COOBITUH, MPOUCXOIAIIUX B CHUCTEME, U KOMAaH],
NepechUIaeMbIX MPU 3TOM XOCTaMH, B MOMEHT MOSBJICHUS JAaHHBIX COOBITHIA. B
JaJdbHEWIIEM 3TO  TMO3BOJIAET  3JOYMBIIUJIEHHUKY Ha  OCHOBE  3aJaHus
COOTBETCTBYIOIINX KOMAaHJ MOJY4YUTh, HAIIPUMEDP, TPUBUIIETUPOBAHHBIE IIpaBa Ha
JNEUCTBHS B CUCTEME WM PACIIUPUTH CBOW TIOJIHOMOYUS B HEM;

- IEPEeXBaThIBAET MOTOK MEpPEaBaeMbIX JTaHHBIX, KOTOPHIMU OOMEHHBAIOTCS
KOMIIOHEHTBl ~ CETE€BOM  ONEpPAalMOHHOW  CHUCTEMbI,  JUIsl  W3BJICUCHUS
KOH(DUACHIIMATPHON WIM  WISHTH(PUKAIIMOHHON wuHpopManuu  (Hampumep,
CTaTUYECKHUX IapoJI€d NOJIb30BaTENCH JJIs1 AOCTyHa K YHAJIEHHBIM XOCTaM II0
nporokoiam FTP u TELNET, we mnpemycmaTtpuBarommx mudpoBaHue), ee
MOJMEHBI, MOAU(PUKAIINH U T.II.

Ilepexeam 3a nepedenamu KOHMPOIUPYEMOIL 30HbL.

Ecnu B Yupexnennu oOpabateiBaembie [IJ[H He mepechuialoTcsi MO CETAM
OOIIero MoJIb30BaHUS M MEXKIYHAPOAHOTO OOMEHAa, TO BEPOATHOCTH PEATU3AINH
YIPO3bI — ABJSAETCH MAJIOBEPOSITHOIA.

Bo Bcex APyrux cCiiydadx JOJIKHa OBITh OLOCHCHA BCPOATHOCTL pPCaiM3allin

YTPO3BIL.
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OO0600UIEHHBI COUCOK BEPOSTHOCTH pEaM3alli yrpo3 ISl pa3HbIX THUIIOB

UCIIIn npeacTasieH B Tabauue 6.

Tabauua 6.
Koadd. Beposaraoctn
BepostHocTh
Tun UCITAn peanu3annuy yrpo3bl
peanu3aiuu yrpo3sl
HapyHIuTEIeM

AstonomHas VC | Tuna MaJIOBEPOSITHAS 0
AstonomHuas UC Il tuma HU3Kast 2
AstonomHas VIC Il tuma MaJIOBEpOSITHAS 0
AstonomHas VIC IV tuna HU3Kast 2
Astonomuas C V tuna MaJIOBEPOSTHASA 0
Asronomuas C VI tuna HU3Kas 2
JINC | Tuma MaJIOBEPOSITHAS 0
JIUC Il Tuna HU3Kas 2
Pacnipenenennas UC | tuma MaJIOBEPOSITHAS 0
Pacnpenenennas MC |l Tuna HU3Kas 2

B namewm cnyuae, npeanonaraercs Jlokansnas UC |l tuna.

BeposiTHOCTB peanu3zanuu yrpo3sl — ABJISIETCH HU3KOM.

Ilepexeam 6  npedenax  KOHMPOAUPYEMOU  30Hbl  GHEUIHUMU
Hapywiumenamu

B Vupexnenuu BBeeH KOHTPOJIb JOCTYIA B KOHTPOJIUPYEMYIO 30HY, IBEPH
3aKpBIBAIOTCS HA 3aMOK.

BeposTHOCTH peanu3anuu yrpo3sl — MaJ0BepPOSITHA.

Ilepexeam 6 npedenax  KOHMPOAUPYEMOU  30HbI  GHYMPEHHUMU
Hapywiumenamu.

B Vupexaenuu BBelIeH KOHTPOJIb IOCTyNa B KOHTPOJIUPYEMYIO 30HY, JBEpU
3aKpBIBAIOTCS HA 3aMOK

BeposiTHOCTH peanu3anuu yrpo3bl — MaJ0BepPOsSITHA.
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Yepo3za «Cxanuposanue cemuy 6 noxanvnoii cemu.

CyIIHOCTB Mpoliecca peaIn3aluy Yrpo3bl 3aKII0YAETCS B EpeAadye 3apocoB
ceTeBbIM ciry0aM xoctoB MCIIJIH u ananu3e orBeToB OT HUX. Llenb - BhisiBICHUE
UCIIOJIb3YEMBIX TPOTOKOJIOB, JOCTYMHBIX TIOPTOB CETEBBIX CIY>K0, 3aKOHOB
dbopmupoBaHusi HACHTU(HUKATOPOB COSTUHECHHM, ONTPEICIICHIE aKTUBHBIX CETEBBIX
CEpPBUCOB, MOAOOpP HIAEHTU(PHUKATOPOB M mMapojied mosb3oBarenei. Peannszanus
JTAHHOW yrpo3bl B JIOKAJBHOW CEeTH HanboJjiee BEpPOATHA CO CTOPOHBI BHYTPEHHETO
HAPYLIUTETSA.

Ecoun B Yupexnenun obpabateiBaembie [IJ[H He mepechUiaroTCs MO CETAM
00I11IeT0 TOJIb30BAaHUSA U MEXIYHApPOJHOr0 OOMEHa, TO BEPOSTHOCTh PeaH3alluu
YIPO3bl — ABJIAAETCH MAJIOBEPOSTHOIA.

Bo Bcex nmpyrux ciydasx AojikHa OBITh OLIEHEHa BEPOSITHOCTH peaju3alluu
YTPO3BI.

OO0OOIIEHHBI CIUCOK BEPOSITHOCTH PEATM3alMi yrpo3 ISl Pa3HbIX THUIIOB

NCIIn npeacraBieH B Tadaute 7.

Tabnuua 7
Koadd. BepostrocTn
BepositHOCTB
Tun UCITIH peanu3anuu yrpo3bl
peanu3alyy yrpo3bl
HapyLIUTeIeM

Asronomuas UC | Tuna MaJoBEpOsITHAs 0
Asronomuas UC |l Tuna MaJjoBEpOsITHAsS 0
Astonomuas C Il Tuna MaJIOBEpPOSITHAS 0
Astonomuas UC |V tuna MaJIOBEpPOSITHAS 0
Astonomuas C V Tumna MaJIOBEpPOSITHAS 0
Astonomuas C VI tuna MaJIOBEpPOSITHAS 0
JINC | Tuna MaJIOBEpPOSITHAS 0
JIMC Il Tuna MaJIOBEpPOSITHAS 0
Pacnpenenennas UC | tuna MaJIOBEpOSITHAs 0
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Pacnpenenennas UC |l tuna HU3Kas 2

CetreBoe oOopynoBanue, mnpumensemoe B WCIIJIn, pa3smemiaercs B
CIIY’)KCOHBIX TOMENICHUSAX B TIpeaeliax KOHTPOJMpPyeMoW 30HBL. JlocTynm B
CEpPBEpHBIC TOMEIIECHUS U TOMEIICHUS Y3JI0B CBSI3M Pa3pelieH  TOJIBKO
OTPaHUYCHHOMY KPYTY JIHII.

B namewm cnyuae umeem: Jloxkansnas MC II tuna.

BeposTHOCTh peann3anuy yrpo3sl — MaJoBePOsiTHA.

Yepo3za eviasnenusa naponeii.

Lens peanmsarnuu yrpo3bl coctouT B noiydernnn HCJ mytem npeooneHus
NapOJIBHOM 3aITUTHI. 3JI0YMBIIIJICHHUK MOXKET PEAIM30BBIBATh YIPO3Y C IMTOMOIIBIO
IIEJIOTO Psi/la METOJIOB, TAKUX KaK MPOCTOM mepedop, mepedop ¢ UCHOIb30BaHUEM
CHEIUANbHBIX CJIOBapei, yCTaHOBKAa BPEIOHOCHOW MpOrpaMMbl HJisi TepexBara
napoJsi, nmoamMeHa goBepeHHoro oowrekra cetu (IP-spoofing) u mepexsar makeToB
(sniffing). B ocHOBHOM JJis1 peanu3aiid Yrpo3bl UCIOJIB3YIOTCS CIICIHATbHBIC
OpOrpaMMbl,  KOTOpPbI€  TBITAIOTCS  MOJYYUTh  JOCTYI  XOCTYy  IyTeM
NocJIeIoBaTeNIbHOTO MMoA00pa mapoieii. B ciydae ycnexa, 3M0yMBIIIUIEHHUK MOKET
co3math I ce0s  «mpoxoay» JIss  OyayIiero JocTymna, KOTOphId —OyaeT
JIEHCTBOBATH, TAXKE €CITU Ha XOCTE U3MEHUTH Mapoiib JOCTYyIA.

Eciu B Yupexnenuu obpabatsiBaembie [1/[H He mepecburaroTcst Mo ceTam
OOIIero MoJIb30BaHUS M MEXKIYHApOAHOTO OOMEHA, TO BEPOATHOCTH PEaTU3aIiH
YTPO3bI — SIBJISIETCS] MAJIOBEPOSITHOMM.

Bo Bcex nmpyrux cimydasx AoikHa OBITh OIIEHEHa BEPOSITHOCTH peajn3aluu
YTPO3BI.

OO0OOIIEHHBI CITUCOK BEPOSTHOCTH PEATM3AIK yrpo3 IS Pa3HBIX THUIIOB

NCIIn npeacraBieH B Tadnule 8.
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Tabauua 8
Koadd. Beposaraoctu
BeposTHocTh
Tun UCITdn peanu3anuu yrpo3bl
peanu3anuu yrposbl
HapyHIuTEIeM
AstonomHuas VC | Tuna MaJIOBEPOSITHAS 0
Astonomuas UC |l Tuna HHU3Kas 2
AstonomHas VIC Il tumna MaJIOBEPOSITHAS 0
Aptonomuas UC IV tumna HHU3Kas 2
AstonomHuas UC V tuna MaJIOBEPOSTHASA 0
AptonomHuas C VI tuna HHU3Kas 2
JIAC | Trma MaJIOBEpPOSTHAS 0
JINC Il Tumna HH3Kas 2
Pacnipenenennas UC | tuma MaJIOBEPOSITHAS 0
Pacnpenenennas UC |l Tuna cpemHsist 5

CereBoe oOopynoBanue, mnpumensemoe B WCIIJIH, pa3memniaercs B
CIIy’)KEOHBIX TOMENICHUSX B TMpeaesiax KOHTpoJlupyemou 30HbL. JlocTyn B
CEpBEpHBIC TOMEIIEHUSI ¥ TOMENICHUS Y3JI0B CBSI3M Pa3pelieH  TOJBKO
OTPaHUYECHHOMY KPYTY JIHII.

B namewm cinyuyae Jlokansnas VC Il Tuna.

BeposTHOCTH peanu3anuu yrpo3bl — HU3Kasi BEPOATHOCTb.

Yepo3zwt nasazvieanue noscnozo mapuwpyma cemu

JlanHast yrpo3a peanusyercs OJHAM W3 JBYX CIOCOOOB: IyTEM
BHYTPUCETMEHTHOTO  WMJIM  MEXCETMEHTHOTO  HaBsI3bIBaHUA. BO0O3MOXHOCTH
HaBsI3bIBAHUSL JIOKHOTO Mapuipyra oOyCJOBJI€HAa HEAOCTATKAMH, MPUCYIIUMU
aNroOpuTMaM MapHIpyTH3alMyd (B YACTHOCTH HW3-3a MPOOJIEMBI HIICHTU(DUKAITUU
CETEBbIX YIPABIAIONIUX YCTPOMCTB), B pe3yJbTaTe 4YEro MOXKHO IOMAaCTh,
HafpuMep, Ha XOCT WJIM B CETh 3JIOYMBIIUICHHUKA, T/I€ MOXKHO BOUTH B

ONEPAIMOHHYIO0 Cpely TexHuueckoro cpeacrtBa B coctaBe MCII/IH. Peanuzamuun

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
TUPAXKMPOBaH M pacnpocTpaHeH 6e3 NMCbMEHHOrO Pa3peLleHns PYKOBOAMUTENA OpraHu3aumm.



rBY "rOPOAELIKMIA MHK"
WHH: 5248004144; OTPH: 1025201676169

KoHduaeHumanbHo! JonyckaeTca K CNoNb30BaHMI0\03HaKOMAEHUIO paboTHUKaMu MBY "TOPOAELIKUA MHW" n

KOHTPOMPYIOLMMM OpraHamu.

Mogenb yrpo3 6e30nacHOCTM NepCcoHaNbHbIX AAaHHbIX | cTp. 44 n3 63

yIpO3bl OCHOBBIBAE€TCS HA HECAHKIMOHUPOBAHHOM HCIIOJIB30BaHUU MPOTOKOJIOB
mapupyTtuzauuu (RIP, OSPF, LSP) u ynpanenus cerbto (ICMP, SNMP) nns
BHECEHHUS U3MEHEHUN B MapLIpyTHO-aJpecHble Tabauupl. [Ipyu 3TOM HapylmuTe o
HEO0OXOIMMO MOCJIaTh OT UMEHH CETEBOT0 YIPABJIAIONIET0 YCTPOHUCTBA (Harpumep,
MapIIpyTHU3aTOpa) yIpasisioliee COoOIIeHuE.

Eciun B Yupexnenuu obpabatbiBaembie [IJ[H He mepechUialOTCs MO CETAM
oOIIEro MoJIb30BaHUS M MEXIYHApOAHOIO OOMEHa, TO BEPOATHOCTh peau3aluu
yIpO3bl — ABJISIETCH MAJIOBEPOATHOM.

Bo Bcex nmpyrux ciydasx AojikHa OBITh OLIEHEHAa BEPOSITHOCTH pealu3aluu
yIPO3BbI.

OO0O0OIIEHHBI CIUCOK BEPOSITHOCTH pPEaM3alli yrpo3 ISl Pa3HbIX THUIIOB

NCIIn nmpeacrasieH B Tadauie 9.

Tabnuua 9
Koadd. BeposTrocTn
BepositHOCTB
Tun UCITIH peanu3anyu yrpo3bl
peau3aiuu yrpo3sl
HapYIIUTETIEM

AstonomHuas MC | Tuna MaJIOBEPOSITHAS 0
Asronomuas UC |l Tuna MaJoBEpOsITHAs 0
Asronomuas UC Il tuna MaJoBEpOsITHAs 0
Asronomuas UC IV tuna MaJoBEpOsITHAs 0
Asronomuas UC V tuna MaJoBEpOsITHAs 0
Astonomuas C VI tuna MaJIOBEpPOSITHAS 0
JIUC | Tuna MaJIOBEpPOSITHAS 0
JIMC Il Tuna MaJIOBEpPOSITHAS 0
Pacnipenenennas UC | tTuna MaJoOBEpOSTHAS 0
Pacnipenenennas UC |l tTuna HU3Kas 2

B namewm cnyuae Jlokansnas UC II tuna.

BeposiTHOCTH peanu3anuu yrpo3bl — MaJ0BepOsSITHA.
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Yepo3zvt noomenwvr 0osepennozo oo6vexma

Takast yrpo3a »sddekTuBHO peanusdyeTrcs B CHUCTEMaX, B KOTOPBIX
MPUMEHSIIOTCS HECTOMKHE alIrOpUTMbl HUIASHTU(PUKAIMU W ayTeHTUPUKALU
XOCTOB, MOJb30BaTenel u T.1. [log MOBEpeHHBIM OOBEKTOM MOHUMAETCS OOBEKT
ceTd (KOMIBIOTEP, MEXKCETEBOM OKpaH, MapHIPyTU3aTOp U T.M.), JIETaJIbHO
MTOJIKJTFOUEHHBIN K CEPBEPY.

Moryt OBITh BBIJICJICHBI JIB€ PAa3HOBHIHOCTH Tpollecca pean3aliu
yKa3aHHOW yTpo3bl: C YCTAaHOBJIEHHMEM M 0€3 YCTaHOBJIEHHUS BHUPTYAIbHOTO
COCIMHEHHS.

[Ipouiecc peanuzanuu ¢ yCTaHOBIEHUEM BUPTYAIBHOTO COSAMHEHUS COCTOUT
B TPUCBOCHUU TIPaB JIOBEPEHHOTO CYOBEKTa B3aUMOJEHCTBHUSA, YTO TMO3BOJIAET
HApYIIUTENI0 BECTU ceaHC PabOThl C OOBEKTOM CETH OT MMEHHU OBEPEHHOIO
cyobekTa. Peanusamusi yrpo3bl JaHHOTO THMA TPeOYeT MPEOJ0JICHUS CUCTEMBI
UICHTU(OUKALMA U ayTCHTH(PHUKAIMH COOOIICHHI (Hampumep, ataka ISh-ciy»Obl
UNIX-xocTa).

[Ipouiecc peanmzanuu yrpo3sl 0€3 yCTaHOBIEHUS BUPTYaJTIbHOTO COCAMHEHUS
MOKET UMETh MECTO B CETSAX, OCYIIECTBISIOMUX HICHTU(DHUKAIIMIO MTepeaaBaeMbIX
COOOIICHHI TOJIBKO TIO CETEBOMY ajpecy oTmpaButesst. CyIIHOCTh 3aKITI0YaeTCs B
nepenayde CIy:KeOHbIX COOOIICHUI OT MMEHM CETEBBIX YINPABISIOMIUX YCTPOUCTB
(HampuMep, OT UMEHH MapHIPyTH3aTOPOB) 00 M3MEHEHHH MapIIPyTHO-aIpPECHBIX
JAHHBIX.

B pesynbTaTe peanuszanuu yrpo3bl HapyUIUMTEIh MOJyYaeT MpaBa JOCTyMa K
texnudeckomy cpeactsy UCII/IH - uenu yrpos.

Ecnu B Yupexnennu oOpabateiBaembie [IJ[H He mepechuialoTcsi MO CETAM
0011IeTO TOJIb30BaHUSA U MEXIAYHApOJHOr0 OOMEHa, TO BEPOSITHOCTh pealn3aluu

YI'PO3bI — ABJIACTCHA MaﬂOBepOHTHOﬁ.
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Bo Bcex apyrux ciydasx AODKHa OBITh OIEHEHA BEPOSITHOCTH pean3aliu
YIPO3BL.
OO000LIEHHBI COUCOK BEPOSTHOCTH pPEAM3allMi yrpo3 ISl pa3HbIX THUIIOB

NCIIn npeacrasinen B Tabauie 10.

Tabnuua 10
Koadd. BeposataocTn
BeposTHocTh
Tun UCITAx peanu3annuy yrpo3sl
peau3aiyu yrpo3sl
HapyIIUTEIEM

AstonomHas MC I tuna MaJIOBEPOSTHASA 0
Asronomuas UC II tura MaJIOBEpPOSTHAS 0
AstonomHas VC III tuna MaJIOBEPOSTHAS 0
AstonomHas C IV tuna MaJIOBEpOSITHAS 0
AstoHomHas UC V tuna MaJIOBEpOSITHAS 0
AstonomHas UC VI tuna MaJIOBEpOSITHAS 0
JINC 1 Tumna MaJIOBEPOSITHAS 0
JINC II Tuna MaJIOBEpOSITHAS 0
Pacnpenenennas MC I tuna MaJIOBEpOSITHAS 0
Pacnpenenennas VC Il tTuna HU3Kas 2

B namewm cinyuae Jlokansnas C II tuna.

BeposiTHOCTH peanu3anuu yrpo3bl — MaJ0BepPOSITHA.

Bueopenue noscnozo oovekma cemu

DOra yrpo3a OCHOBaHa Ha WCHOJb30BAHUM HEAOCTATKOB aJTOPUTMOB
yAQJIEHHOr0 Moucka. B ciyyae ecin OOBEKTHl CETH H3HAYAJIbHO HE HUMEIOT
aapecHo WHQOpMaMKU JIPyr O APYre, UCHOJIb3YIOTCS Pa3IMYHbIE MPOTOKOJIBI
ynanenHoro noucka (Hanpumep, SAP B cetsx NovellNetWare; ARP, DNS, WINS
B ceTsAX co cTtekom mpoTokonoB TCP/IP), 3akmiovaromuecss B mepejaye Mo CeTu
CIELUAJIBHBIX 3alPOCOB U MOJYYEHUU HA HUX OTBETOB C UCKOMOW MH(OpMaIuei.

[Ipr >TOM CylIECTBYET BO3MOKHOCTh MEPEXBATa HAPYLIWUTEIEM MOUCKOBOTO
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3ampoca U BbIJIaYM HA HETO JIOKHOTO OTBETA, UCIIOJIB30BAHUE KOTOPOIO MPUBEAET K
TpeOyeMOMYy H3MEHEHUI0 MapUIPyTHO-aJPECHbIX NaHHBIX. B nanpHeilliem Bech
MOTOK MH(pOPMALIMH, aCCOLMUPOBAHHBIN C 0OBEKTOM-KEPTBOM, OyAET MPOXOIUTh
4yepe3 JOKHBIA 00BEKT CETH.

Eciun B Yupexnenun obpabareiBaembie [I[lH He mepechuiaroTCs MO CeTsIM
oOLIEro MoJIb30BaHUS M MEXIYHApOAHOTO OOMEHA, TO BEPOATHOCTh peaU3al|U
yIpO3bl — ABJISIETCH MAJIOBEPOATHOM.

Bo Bcex nmpyrux ciydasx AojikHa OBITh OLIEHEHAa BEPOSITHOCTH pealu3aluu
yIPO3BbI.

OO06O0O0IIEHHBI CIUCOK BEPOSITHOCTH pPEAM3allMi yrpo3 ISl Pa3HbIX THUIOB

NCIIn npeacraBneH B Tabsuie 11.

Tabauua 11
Koadd. BeposaraocTn
BepositHOCTB
Tun UCITIH peanu3anyu yrpo3bl
peau3alyy yrpo3bl
HapyIIUTEIeM

AstonomHuas MC | Tuna MaJIOBEPOSITHAS 0
AstonomHuas UC Il tuma MaJIOBEPOSITHAS 0
AstonomHuas VIC Il tuma MaJIOBEPOSITHAS 0
Asronomuas UC IV tuna MaJjoBEpOsITHAsS 0
Asronomuas UC V tuna MaJjoBEpOsSITHAs 0
Asronomuas C VI tuna MaJoBEpOsITHAs 0
JIAC | Tuna MaJjoBEpOsITHAsS 0
JIUC Il Tuna MaJIOBEpPOSITHAS 0
Pacnipenenennas UC | tTuna MaJoBEpOSTHAS 0
Pacnpenenennas UC |l tuna HU3Kas 2

B namewm cinyuae Jlokanpnas UC I tuna.
BeposiTHOCTB peanu3anuu yrpo3sl — MaJI0OBepPOATHA..

Yepo3zvt muna «Omkas 6 oocayrcusanuuy.
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OTu  yrpo3bl OCHOBaHBI Ha HEJAOCTaTKaXx CETEBOr0 MPOrpaMMHOIO
obOecrieueHus1, €ro ysA3BUMOCTSIX, TTO3BOJISIIONINX HAPYIIUTEIIO CO3/1aBaTh YCIOBUS,
KOrjJa OmepalMoHHash CHCTEMa OKa3bIBA€TCsl HE B COCTOSHHHM OOpabaThIBaTh
MOCTYTAIONINE MMAKETHI.

MoryT ObITh BbIICICHBI HECKOJIBKO PA3HOBUIHOCTEH TaKUX yTPO3:

- CKpBITBIA OTKa3 B OOCITY>KMBAaHUW, BBI3BAHHBIA MPUBJICUCHHEM 4YacCTU
pecypcoB UCII/In Ha 06paboOTKy NakeToOB, MEpPeaaBaEMbIX 3JI0YMBIIIUICHHUKOM CO
CHIIKEHHUEM TIPOIMYCKHOM CIOCOOHOCTH KaHAJOB CBSI3U, IMPOU3BOJUTEIBHOCTH
CETEBBIX YCTPOMCTB, HapylIeHHUEeM TPeOOBaHMK K BpeMEHH 0O0pabOTKHU 3aIlpOCOB.
[Tpumepamu peanuzaiuu yrpos mojo0HOT0 pojia MOTYT CIYKHTb: HAaMpaBICHHBIN
mTopM 3x0-3ampocoB no npotokony ICMP (Pingflooding), mropm 3ampocoB Ha
yctanoBienue TCP-coegunenuit (SYN-flooding), mropm 3ampocoB k FTP-
CEpBEpY,

- SBHBIM OTKa3 B OOCIY)XMBAaHWHU, BBI3BAHHBIM HCYEPIIAHUEM PECYPCOB
NCIIIa npu o6paboTKe MaKETOB, MEPEIaBaAEMbIX 3JIOYMBIIIICHHUKOM (3aHATHE
BCEU IMOJIOCHI MPOIMYCKAHUS KAHAJIOB CBA3U, IEPENOIIHEHUE OYEPEICH 3alpOCOB Ha
00CITy’>KMBaHHE), TP KOTOPOM JIETalIbHbIE 3alpoChl HE MOTYT OBITh IepeaHbl
gepe3 CeTh M3-3a HEJOCTYITHOCTH Cpeibl TMepenayd, JU0O0 MONydarT OTKa3 B
OoOCTy)KMBaHMHM BBUAY TEPETONHEHUS  OdYepeiell  3ampocoB,  JHCKOBOTO
MPOCTPAHCTBA MaMATU U T.A. [Ipumepamu yrpo3 AaHHOTO TUIA MOTYT CIYXHUTh
mTopM mupokoBemarenbubix ICMP-3x0-3anpocoB  (Smurf), HampaBieHHbIN
mtopM (SYN-flooding), mropm coobiiennii mouTroBoMy cepBepy (Spam);

- SIBHBIM OTKa3 B OOCIY>KMBaHWUH, BBI3BAHHBIM HAPYUIEHUEM JIOTUYECKOU
CBA3HOCTH Mexay TexHuueckum cpeactsamu  HCII[IH  npu  nepenaue
HapyIlIUTENIeM YOPaBISIOMIMX COOOLIEHUH OT UMEHH CETEBBIX YCTPOUCTB,

MPUBOSIIMX K W3MEHEHUIO MAapIIPYTHO-aJAPECHBIX NaHHbIX (Hampumep, ICMP
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RedirectHost, DNS-flooding) wiu naeHTHGUKAMOHHONW U ayTeHTH()UKAIMOHHOM
uH(popMaImy;

- IBHBIA OTKa3 B 0OCIY>KUBAaHWU, BBI3BAHHBIN Tepeadeii 3710YMBIILICHHUKOM
NaKeTOB ¢ HecTaHJapTHhIMU atpulyrtamu (yrpos3sl tuma «Landy», «TearDropy,
«Bonk», «Nuke», «UDP-bomby») wumu uME0OMMX JIUHY, OPEBBIIIAOIIYIO
MaKCUMaJIbHO JIONMYyCTUMBIA pasmep (yrpo3a tumna «PingDeathy), uto moxert
IPUBECTU K COOK0 CETEBBIX YCTPONCTB, yUaCTBYIOIIUX B 00pabOTKE 3alpOCOB, MPH
YCJIOBUHM HAJW4HUsl OMIMOOK B MpOTrpaMmax, peain3yroIIUX MPOTOKOJbI CETEBOTO
oOMeHa.

Pe3ynpratromM peanuzaiuyd  JAHHOW Yrpo3bl MOXKET CTaTh HapylUICHUE
paboTOCTIOCOOHOCTH COOTBETCTBYIOIIEH CIIy)KObI MPETOCTaBICHUS YIAJICHHOIO
noctyna k I[Jln B MCII/IH, mepemadya ¢ OAHOTO ajapeca TaKOro KOJMYECTBA
3alpOCOB Ha MOAKIIOYEHUE K TeXHHueckomy cpenctBy B coctae WCII/H,
KOTOPOE€ MaKCHUMaJIbHO MOYET «BMECTUTH» Tpaduk (HAMpaBICHHBIA «ILITOPM
3alpocoBy»), YTO BJE€YET 3a COOOW TMEpPEToTHEHUE OYepeau 3almpoCcOB U OTKa3
OJTHOM M3 CeTeBBIX CIIyxk0 win nojHas octaHoBka MCII/IH n3-3a HEBO3MOKHOCTH
CHUCTEMBI 3aHUMAThCS HUYEM JAPYTUM, KpoMe 00pabOTKH 3alpOCoB.

Eciu B Yupexnenuu obpabatsiBaembie [1/[H He mepecburaroTcst Mo ceTam
oOIIero MoJIb30BaHMS M MEXKIyHAPOJAHOTO OOMEHa, TO BEPOSTHOCTH pealu3aliliu
YIPO3bl — SIBJISIETCH MAJIOBEPOATHOM.

Bo Bcex nmpyrux cimydasx AoiikHa OBITh OIIGHEHAa BEPOSITHOCTH pean3aIluu
YIPO3BL.

OO0OOIIEHHBII CITUCOK BEPOSTHOCTH PEATM3AIMK yTrpo3 IS Pa3HBIX THUIIOB

NCIIn npeacrasiieH B Tabnuie 12.

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
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Tabauua 12.
Koadd. Beposaraoctu
BepostHoCcTh
Tun UCITdn peanu3anuu yrpo3bl
peanu3aiuu yrposbl
HapyHIuTEIeM
AstonomHas VC | Tuna MaJIOBEPOSITHAS 0
Asronomuas UC |l Tuma MaJIOBEpPOSITHAS 0
AstonomHas VIC Il tuma MaJIOBEPOSITHAS 0
Asronomuas C IV Tuna MaJIOBEpPOSTHAS 0
AstonomHuas UC V tuna MaJIOBEPOSTHASA 0
Asronomuas C VI tuna MaJIOBEpOSTHAS 0
JIUC | Tuma MaJIOBEPOSITHAS 0
JIUC Il Tuna HU3Kas 2
Pacnipenenennas UC | tuma HU3Kas 2
Pacnpenenennas UC |l Tuna HU3Kas 2

Ceprepel UCII/IH, a Takxke cermeHT UCIIJIH B ydpekIeHUHU 3allUILICHBI
MexceTeBbIM 3kpaHoM. B HameMm ciiyuae JlokansHas VC I Tuma.

BeposTHOCTH peanu3anuu yrpo3bl — HU3Kasi BEPOATHOCTD.

Yeposwt yoanennozo 3anycka npunoscenuii

VYrpo3a 3akimtodaercs B cTpemieHuu 3amyctutbh Ha xocte MCII/In paznuunbie
MIPEIBAPUTEIBHO BHEAPEHHBIE BPEJOHOCHBIE MPOIPAMMBI: MPOrPaMMBbI-3aKIaKH,
BUPYCHI, «CETEBBIC IIMHOHBI», OCHOBHAS I1€7Ib KOTOPHIX - HapylleHne KOH(UIeH-
[IUATBHOCTH, IEJIOCTHOCTH, JOCTYMHOCTH WH(GOPMAIMHM U TOJTHBIA KOHTPOJIb 3a
paboroii xocta. KpoMe TOro, BO3MOK€H HECAHKIIMOHUPOBAHHBIN 3aITyCK TPUKIIAT-
HBIX MPOTPaMM IOJIK30BaTENICH I HECAHKIIMOHMPOBAHHOTO MOJIYyYEHUS HE00XO-
JVMMBIX HApYLIUTEIKO JAaHHBIX, IS 3aIyCKa YIPABISIEMBIX MPUKIAJHOM MpOrpam-
MOM TTPOIIECCOB U P.

BBII[GJISHOT TPpH IIOAKIIaCCa JaHHBIX YI'PO3:
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pacupocTpaHeHue (HaiyoB, coaepkKallMX HECAHKIMOHUPOBAHHBIN HCIOJI-
HSIEMBIM KO

yIaJeHHBIN 3amyCcK NPUIIOKEHHS MyTEeM IepenoyiHeHus Oydepa mnpuioxe-
HUN-CEPBEPOB;

yIaJeHHBIM 3amycK MPWIOKEHUS IMyTEeM HCIOJIb30BAHUS BO3MOKHOCTEHN
yIAJICHHOTO YIPaBJICHUS CUCTEMOM, MPEIOCTABISAEMBbIX CKPBITHIMU MPOTrPAMMHBI-
MU 1 alapaTHbIMU 3aKJIaJIKaMH, TU00 UCTIOJb3yEMbIMH IITATHBIMU CPEJICTBAMMU.

TunoBble yrpo3bl NMEpBOrO M3 YKa3aHHBIX IMOJKIACCOB OCHOBBIBAIOTCA Ha
aKTUBM3AIlMU PACTIPOCTPaHSIEMbIX (alIOB MpU CIAydyalHOM OOpalleHHH K HHM.
[Tpumepamu Takux (aljoB MOTYT CIYXKUTh: (Dailiibl, coaepKaIle UCIIOTHIEMbIH
KOA B BHJl JOKYMEHTBHI, COJEpXallhe HCIOIHSIEMbI KOJ B BHUJAE 3JIEMEHTOB
ActiveX, Java-aniuieToB, HHTEPIPETUPYEMBIX CKPHUIITOB (HAIPUMEp, TEKCThI Ha
JavaScript); ¢aiutel, coaepXkaimye HCHOJHSIEMbIE KOABI mporpamm. [Jlis
pacnpocTpaHeHusi (PailJioB MOTYT HMCIOJIb30BATHCA CIYXKOBI AJIIEKTPOHHOM IMOYTHI,
nepenadn ¢GanaoB, ceTeBoi GpaliIoBON CUCTEMBI.

[Ipu yrposzax BTOpOro MOJKIAcCa HUCHOJB3YIOTCS HEAOCTATKU MPOTpamM,
peaNM3yIONINX CETeBbIE CEPBUCH (B YACTHOCTH, OTCYTCTBHUE KOHTPOJISI 3a Tepe-
nosiHeHueM Oydepa). HacTpoiikoil CHCTEMHBIX PETHCTPOB WHOTNIA YIAETCs Iepe-
KITFOUUTD MPOIIECCOP MOCTe MPEephIBaHMUs, BHI3BAHHOTO TIepeTnioaHeHueM Oydepa, Ha
UCIIOJTHEHHE KOJa, coJiepikalierocs 3a rpanuueil 0ydepa. Ilpumepom peanuzanuu
TAKOW YIpO3bl MOXKET CIYKUTh BHEJAPEHHE IMIMPOKO U3BECTHOTO «BUpyca Moppu-
cay.

IIpu yrpo3ax TpeTbero mojakiacca HapylIUTENIb HUCIOJb3YET BO3MOKHOCTH
YAQJIEHHOTO YIPaBJIEHUSI CUCTEMOM, MPEIOCTABISEMbIE CKPBITBIMU KOMIIOHEHTaMU
(Harpumep, «TpossHCKuMU» nporpammamu tuma Back.Orifice, NetBus), mm6o
MITATHBIMU CPEJICTBAMH YIPABJICHUS W aAMUHUCTPUPOBAHUS KOMIBIOTEPHBIX CE-

teit (LandeskManagementSuite, Managewise, BackOrifice u T. 1.). B pe3ysibTare
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WX UCIONB30BaHUSl yJaeTcss JOOUThCS YIAJICHHOTO KOHTPOJS HaJ CTaHIUMEH B
CETH.

Ecoun B Yupexnenuun obpabatbiBaembie [IJ[H He mepechUialOTCs MO CETAM
oOLIero Mojb30BaHUA UM MEXKIYHAPOJHOro OOMEHA, YCTAaHOBJIEHA aHTHUBUPYCHas
3allUATa, TO BEPOSITHOCTh PEATU3ALUN YTPO3bl — ABJAECTCH MAJIOBEPOATHOM.

Bo Bcex mpyrux ciydasx J0JDKHa OBITh OIICHEHA BEPOSITHOCTh pean3alliu
yIPO3BI.

O060O01IEHHBI CIMHUCOK BEPOSTHOCTU PEM3ALUU yIrpo3 JJISI Pa3HBIX TUIIOB

UCIIIn npeacrasien B Tabnuie 13.

Tabnuua 13.
Koadd. BepostaocTn
BepositHOCTB
Tun UCITIH peanu3anuu yrpo3bl
peanu3aiiu yrpo3bl
HapyIIUTEIeM

AstonomHas MC | Tuna MaJIOBEPOSITHAS 0
Asronomuas UC |l Tuna HU3Kas 2
AstonomHuas MIC Il tuma MaJIOBEPOSITHAS 0
Asronomuas UC IV tuna HU3Kas 2
AstonomHuas IC V tuna MaJIOBEPOSITHAS 0
Asronomuas C VI tuna HU3Kas 2
JIAC | Tuma MaJoBEpOsITHAs 0
JIC Il Tuna HU3Kas 2
Pacnpenenennas UC | tuna MaJIOBEPOSITHAS 0
Pacnpenenennas UC |l tuna cpenHss 5

B namewm cinyuae Jlokansnas WC II tTuna.

BeposiTHOCTB peanu3anuuy yrpo3bl — HU3Kasi BEPOATHOCTb.

Yeposuvl énedpenun no cemu epeoonocnuvix npozpamm

K BpenoHOCHBIM mporpamMmmam, BHEAPSIEMBIM IO CETH, OTHOCSTCS BHUPYCHI,

KOTOPBIC JII CBOCTO pPACIIPOCTPAHCHHUA AKTHBHO HCIIOJB3YIOT IIPOTOKOJIbI H

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
TUPAXKMPOBaH M pacnpocTpaHeH 6e3 NMCbMEHHOrO Pa3peLleHns PYKOBOAMUTENA OpraHu3aumm.
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BO3MOXHOCTH JIOKQJIbHBIX U TJIOOQIbHBIX ceTel. OCHOBHBIM MPUHIUIIOM PaOOTHhI
CETEBOIr0 BUpPYCA SIBISAETCS BO3MOXHOCTh CAMOCTOSITENILHO MEPENATh CBOM KOJ Ha
ylaJeHHbI cepBep i pabouyro craHuuio. «IloTHOLIEHHBIE» CETEBbIE BUPYCHI
npu 3ToM 00J1aJaloT enle ¥ BO3MOXKHOCTBIO 3alyCTUTh Ha BBIMOJHEHUE CBOM KO
Ha yIAJICHHOM KOMIIBIOTEPE WIIH, 110 KpaHEN Mepe, «IOITONKHYTh) MOJIb30BaTEIIs
K 3aIyCKy 3apa)K€HHOTO (aiina.

BpenonocueiMu mporpamMmmamu, obecneunBarouumu ocymiectsieHue HC/I,
MOTYT OBITh:

pOrpaMMBbl 10A00pa U BCKPBITHUS MTAPOJICH;

IPOrpaMMBbl, PEATU3YIOIINUE YT PO3BI;

OporpaMMbl, JE€MOHCTPUPYIOIIME HCIIOJIb30BaHUE HEACKIAPUPOBAHHBIX
BO3MOXXKHOCTEH MPOTrpaMMHOTO H  MPOrpaMMHO-ANNapaTHOro obOecredeHus
NCIIH;

IPOrpaMMBbI-T€HEPATOPHI KOMITBIOTEPHBIX BUPYCOB;

IPOrPaMMBbl, TEMOHCTPUPYIOIIUE YSI3BUMOCTH CPEJICTB 3aIIUTHl HHPOPMAIIUU
u Jp.

Ecnmu B Yupexnenun obpabateiBaecmbie [IJI[H He mepechlialoTcs MO CETsIM
o0IIero mMojb30BaHUA M MEXKIYHApOJHOr0 OOMEHa, YCTAaHOBJICHA aHTHUBUPYCHAs
3al1UTa, TO BEPOATHOCTD PEAIN3ALNU YTPO3bl — ABJIAETCH MAJIOBEPOSTHOM.

Bo Bcex nmpyrux cimydasx AojikHa OBITh OLIEHEHAa BEPOSITHOCTH pean3alluu
YIPO3BL.

OO0O001IEHHBI CIHCOK BEPOSITHOCTH pealu3alliy yrpo3 Ui Pa3HbIX THUIIOB

NCTIJIn npeactasnen B Tabmuie 14.T

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
TUPAXKMPOBaH M pacnpocTpaHeH 6e3 NMCbMEHHOrO Pa3peLleHns PYKOBOAMUTENA OpraHu3aumm.
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Tabauua 14.
Koadd. Beposaraoctu
BeposTHocTh
Tun UCITdn peanu3anuu yrpo3bl
peanu3aiuu yrpos3bl
HapyHIuTEIeM
AstonomHuas VC | Tuna MaJIOBEPOSITHAS 0
Astonomuas UC |l Tuna HHU3Kas 2
AstonomHas VIC Il tumna MaJIOBEPOSITHAS 0
Aptonomuas UC IV tuna HHU3Kas 2
AstonomHuas C V tuna MaJIOBEPOSTHASA 0
AptonomHuas C VI tuna HHU3Kas 2
JIAC | Trma MaJIOBEpPOSTHAS 0
JINC Il Tuna HH3Kas 2
Pacnipenenennas UC | tumna MaJIOBEPOSITHAS 0
Pacnpenenennas UC |l Tuna cpemHsist 5

B namewm cinyuyae Jlokansnas MC Il Tuna.
BeposiTHOCTh peanu3anuu yrpo3bl — HU3Kasi BEPOSTHOCTb.
6. Peannzyemocts yrpos

[To utoram OIeHKH ypOBHs 3auUIIeHHOCTH (Y1) U BEPOATHOCTH peau3aiiu
yrpo3bl  (Y3), paccunthiBaeTcs KodbduuueHT peanusyemoctu yrpossl (Y) u
OTIpeJIeISIETCS] BOBMOXXHOCTh peanu3anuu yrpo3sl. Kosddumument peanuzyemoctu
yrpo3sl Y Oyzaer onpenenatbes cootHomenueM Y = (Yi+ Y2)/20

Ouenka peanuzyemoctu Y BII/IH npeacTaBiieHa B Tabauile.

Tabauua 15 — Peanuzyemocmo YBII/[n

Koaddunment
Bo3MoxxHOCTB
Tun yrpo3 6e3onacuoctu I1/11 peanu3yeMoCTH
peann3anuu
yrpo3sl (Y)
1. Yrpo3sl OT yTeukH MO TEXHUYECKUM KaHalaM.
1.1. Yrpo3bl yreuku aKkycTUueCKOM 0,25 HU3Kas

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
TUPAXKMPOBaH M pacnpocTpaHeH 6e3 NMCbMEHHOrO Pa3peLleHns PYKOBOAMUTENA OpraHu3aumm.
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UHpOpMaun
1.2. Yrpo3sl yTeuKku BUAOBON HHPOPMAITUT 0,25 HU3Kas
1.3. Yrpo3sl yreuku HHPOpMALUH 110
0,25 HU3Kas

kaunaigam [IDMUH

2. Yrpo3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYNa K HHPOPMaLIUK.

2.1. Yrpo3sl yHuutoxeHus, xuiienus annapatubix cpeacts UCIIn HocuTenelt unpopmanum

nyteMm ¢uzndeckoro gocryna Kk anementam UCIIIx

2.1.1. Kpaxa I[IDBM 0,25 HU3Kas
2.1.2. Kpaxa Hocuteneil uHpopmanuu 0,25 HU3Kast
2.1.3. Kpaxka xnrodeit 1 atpu0OyToB 10CTyMa 0,25 HU3Kas
2.1.4. Kpaxu, Mmoaudukanuu, yHUUTOKEHUS
0,25 HHU3Kas
nHpopManuu
2.1.5. BeiBog u3 ctpos y310B [IOBM,
0,25 HHU3Kas
KaHaJIOB CBSI3U
2.1.6. HecaHKIIMOHUPOBAHHOE OTKJIIOYEHUE
0,25 HU3Kas

CpE€ACTB 3alllMThI

2.2. YTpo3bl XHIIECHHsI, HECAHKITMOHUPOBAHHOW MOAM(PUKAIIMK UIH OJJOKUPOBAHUS

uH(popmMalnu 3a c4eT HecaHKuHoHupoBaHHoro goctymna (HCJ) ¢ npuMeHeHrneM nporpaMMHO -

arrnapaTHbIX U IIPOIrpaMMHBIX CPEICTB (B TOM YHCJIC IMTPOrpaMMHO-MAaTEMATHYCCKUX

BO3JICHCTBHIA).

2.2.1. [leficTBus BPEAOHOCHBIX IPOTPaMM 035
(BUpYCOB) '

CpCaHss

2.2.2. HenexiapupoBaHHBIC BO3MOKHOCTH
cucremtoro [10 u 1O pist 06paboTku 0,35

NEPCOHAJIbHBIX JaHHBIX

cpeaHsis

2.2.3. YcranoBka I10 He cBA3aHHOTO C
0,25
WCTIOJIHEHUEM CITY)KEOHBIX 00s13aHHOCTEN

HU3Kada

2.3. Yrpo3sl He peTHaAMEPEHHBIX JISHCTBUH MOIb30BaTENICH U HAPYIIICHH 0€30MaCHOCTH

¢ynkumonnposanus MCII/Ix u C3I1/1H B ee cocTaBe u3-3a cO0OEB B MPOrpaMMHOM

O6€CHC‘ICHI/II/I, a TaK’KC OT YIrpO3 HCAHTPOIIOTCHHOTO (C60€B arrmapaTrypsl U3-3a HCHAACKHOCTU

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,

TUPaXXMPOBaH M PacnpocTpaHeH 6e3 NMCbMEHHOro paspelleHns PyKOBOAMTENA OpraHM3aLmm.
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3JIEMEHTOB, COOEB AMEKTPONMUTAHUS) U CTUXUUHOTO (YIapOB MOJIHUH, OKApOB, HABOTHEHHUIA U

T.Il.) Xapakrepa.

2.3.1. YTpara xiroueii u aTpuOyTOB AOCTYIA 0,35 CpemHss

2.3.2. HenpennamepenHas MoauduKanus
0,25 HU3Kas

(yHuuToXxeHue) nHpopMaluu COTpyAHUKAMU

2.3.3. HenpenHaMmepeHHOE OTKITIOYCHUE

0,25 HU3Kast
CpPEICTB 3aIUTHI
2.3.4. Beixoq u3 CTpos ammapaTHO-
0,25 HU3Kas
MPOTPAaMMHBIX CPEJICTB

2.3.5. COoi1 cuCTeMBI AMEKTPOCHAOKEHUS 0,25 HU3Kas
2.3.6. CtuxuiiHoe OencTBre 0,25 HU3Kas

2.4. Yrpo3sl IpeTHaMEPEHHBIX IEUCTBUIM BHYTPEHHUX HAPYIIUTEIICH

2.4.1. loctyn k uHbOpMAIHH,
Mo (dUKaIs, YHUUTOXCHUE JIUIL HE 0,25 HHU3Kas

JOTYIIEHHBIX K €€ 00paboTke

2.4.2. Pasrnamenre HH(GOpPMaIIUH,
Mo (UKAIUs, YHUUTOKCHUE COTPYTHUKAMH 0,35 CcpeaHsis

JOTYIIEHHBIMU K €€ 00paboTKe

2.5.Vrpo3bl HCCAaHKOUOHHUPOBAHHOI'O AOCTYIIA 11O KaHAJIaM CBA3U.

2.5.1.¥Yrpo3a «Ananu3 cereBoro Tpadukay ¢ nepexsarom nepeaasaemoit u3z UCIIAun u

NPUHUMAEMOI U3 BHEIIHUX ceTell nHpopMaIuu:

2.5.1.1. IlepexBart 3a npeaenamu ¢
0,35 CpeaHss
KOHTPOJIUPYEMOM 30HBI

2.5.1.2. Ilepexsar B mpenenax
KOHTPOJMPYEMOM 30HbI BHELITHUMHU 0,25 HU3Kas

HapyLUIUTEIIMU

2.5.1.3.Ilepexsar B npenenax
KOHTPOJHUPYEMOM 30Hbl BHYTPEHHUMU 0,25 HU3Kast

HapyLIUTEIAMU.

2.5.2.Y1po3bl CKAHUPOBaHUS, HAIIPABJICHHBIE 0,25 HU3Kast

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
TUPAXKMPOBaH M pacnpocTpaHeH 6e3 NMCbMEHHOrO Pa3peLleHns PYKOBOAMUTENA OpraHu3aumm.
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Ha BBISIBJICHUC TUIIA UJIU TUIIOB
HCIIOJIb3YEMbBIX OIICPALMOHHBIX CUCTEM,
CeTeBBIX anipecoB pabounx cranmmii UCII/IH,
TOMOJIOTUU CETH, OTKPBITHIX TOPTOB U CITYXKO,

OTKPBITBIX COCI[I/IHCHI/Iﬁ u ap.

2.5.3.Y1po3bl BRISIBJICHUS TTAPOJIEH IO CETH 0,25 HU3Kas
2.5.4.Y1po3bl HaBs3BIBAaHHUE JIOKHOTO
0,25 HU3Kas
MapIiipyTa ceTa
2.5.5.YTpo3bl IOAMEHBI JOBEPEHHOTO
0,25 HU3Kas
00BEKTa B CETH
2.5.6.YTpo3bI BHEAPEHHUS JIOKHOTO 00BEKTA
0,25 HU3Kas
kak B UCII/IH, Tak ¥ BO BHEHIHUX CETAX
2.5.7.¥Yrpo3bl Tuna «OTKa3 B
0,35 CpemHsis
00CITy>)KHBaHUW»
2.5.8.YTpo3bl yIaJE€HHOTO 3aycKa
0,35 CpemHsis
MIPUIIOKEHUN
2.5.9.Yrpo3bl BHEAPEHHUS IO CETH
0,35 cpeaHss

BPCAOHOCHEIX ITpOorpaMm

7. OueHka onacHOCTH yrpo3

Ouenka onacHocty YBII/IH mpon3BoaUTCS HA OCHOBE OIPOCA CIIEIUATNCTOB
Mo 3amuTe HHPOPMAIUA U OTNpeeseTcss BepOaabHbIM MOKA3aTelieM OMAaCHOCTH,
KOTOPBIM UMEET TPU 3HAYCHUSL:

HM3Kasl ONACHOCTb - €CJIM peaJn3anus yrpo3bl MOXKET IMPUBECTH K
HE3HAYUTEIbHBIM HETaTUBHBIM MOCIEACTBUSAM [ CYOBEKTOB IEPCOHAIBHBIX
JAHHBIX;

CpelHsisi OMACHOCTb - €CIM peanu3alus Yrpo3bl MOXKET NPUBECTH K

HCTAaTUBHBIM IIOCJICACTBUAM MJIA CY6’beKTOB IICPCOHAJIBHBIX JAHHBIX;

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
TUPAXKMPOBaH M pacnpocTpaHeH 6e3 NMCbMEHHOrO Pa3peLleHns PYKOBOAMUTENA OpraHu3aumm.
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BBICOKAasl ONACHOCTBb - €CJIM peaju3alus Yrpo3bl

MOXCET IIPHUBECTH K

3HAYUTCIBHBIM HCETATHUBHBIM IIOCICACTBUAM  JIA CY6’BCKTOB NEPCOHATIBHBIX

JAHHBIX.
Onenka onacuoctu Y BITJIH npeacTasieHa Tabiauire.

Tabauua 16 — Onacnocmo YBI/[n

OmnacHoCTb
Tun yrpo3 6e3onacuoctu 11
YTPO3BI
1. Yrpo3sl OT yTe€4KH 110 TEXHUYECKUM KaHAJIaM.
1.1. Yrpo3sl yTeukn akycTH4ecKoil HHpopMamu HU3Kas
1.2. Yrpo3sl yTeuk BUAOBON HHPOPMAIIUU HU3Kas
1.3. Yrpo3sl yreuku napopManuu 1mo kanaiam [ISMUH HU3Kas

2. Yrpo3bl HECAHKITMOHUPOBAHHOTO JIOCTYIA K HHGOPMAITUH.

2.1. Yrpo3sl yauuToXeHus, xulienus annapatubix cpeacts UCI/In HocuTeneit

nHpopManuu myrem ¢uzndeckoro Aocryma k anemernTam UCII/Ixa

2.1.1. Kpaxa I[I19BM HU3Kas

2.1.2. Kpaxxa HocuTenei nHpopMauu HU3Kast

2.1.3. Kpaxka kiro4eit 1 aTpuOyToB J0CTYyIa HU3Kas

2.1.4. Kpaxxu, MoauuKaIuy, yHHYTOKEHHUS HHHOPMAITUU HU3Kas
2.1.5. BeiBoa u3 crpos y3in0B [IDBM, kananos cBsizu HU3Kas
2.1.6. HecankiimoHHpoBaHHOE OTKJIFOUEHUE CPEJCTB 3aIIUThI HU3Kas

MaTeMaTHYECKHX BO3JICHCTBHIN).

2.2. YTpo3bl XHIIECHHsI, HECAHKITMOHUPOBAHHOM MOAM(UKAIIMY YIIH OJIOKUPOBAHHS
uHpopmaluu 3a cyeT HecaHKUHoHupoBaHHoro fgoctyna (HC/) ¢ mpumenenuem

IporpaMMHO-alIIapaTHBIX U MIPOrPpaMMHBIX CPEACTB (B TOM YHUCJIC TPOTpAMMHO -

00s13aHHOCTEN

2.2.1. JleiicTBUS BpEIOHOCHBIX MPOrpaMM (BUPYCOB) CpeaHss
2.2.2. HepexnapupoBaHHbIe BO3MOKHOCTH cucteMHoro [10 u 10 nns
HU3Kast
00pabOTKN EPCOHAIBHBIX JTAHHBIX
2.2.3. YcranoBka I[10 He CBS3aHHOTO C HCHOJIHEHUEM CITY:KEOHBIX
HU3Kast

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
TUPAXKMPOBaH M pacnpocTpaHeH 6e3 NMCbMEHHOrO Pa3peLleHns PYKOBOAMUTENA OpraHu3aumm.
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2.3. YTpo3sl He IpeJHAMEPEHHBIX ICHCTBHI MOJIB30BaTENCH U HAPYIIEHUH 0€301TacCHOCTH
¢byakmuonuposanus MCIT/Ix u C3I1/1H B ee cocTaBe u3-3a cOOEB B MPOTrpaMMHOM
o0ecrieyeHnH, a TaKXKe OT YIrpo3 HEAHTPOIIOTEHHOTO (COOEB anmapaTypbl H3-3a
HEHAJIeKHOCTH 3JIEMEHTOB, COOEB 3JIEKTPONUTAHUS) U CTUXUUHOTO (YAapOB MOJHUM,

M0apoB, HABOIHEHUH U T.11.) XapakTepa.

2.3.1. VYrpara kiroueid u aTpuOyTOB J0CTYyMa CpeaHsis

2.3.2. HenpennamepeHnHas Moaudukanus (YHUYTOKEHUE)
HU3Kas

“HPOPMAIIUH COTPYAHUKAMH

2.3.3. HenpenHamepeHHOE OTKJIFOYEHNE CPEJICTB 3aIUThI HU3Kas
2.3.4. Beixo u3 cTpod annapaTHO-IPOTPAMMHBIX CPEACTB HU3Kast
2.3.5. CO6oit cucTeMBI PIEKTPOCHAOKEHHU S HU3Kas
2.3.6. Ctuxuiinoe OexacTBue HHU3Kas

2.4. Yrpo3sl IpeTHaMEPEHHBIX IEUCTBUI BHYTPEHHUX HAPYIIUTEIICH

2.4.1. loctyn k uHbOpMaIu, MoaA(pUKaIKsI, YHUYTOKEHUE JIUI] HE
HU3Kast
JOTYIIEHHBIX K €€ 00padoTke

2.4.2. Pasrnamenne nHGpoOpManyu, MoAU(PUKAIIHS, YHUYTOKECHHUE
HU3Kas
COTPYIHHKAMU JOMYIIEHHBIMH K €€ 00paboTke

2.5.Vrpo3bl HCCAaHKOUOHHUPOBAHHOI'O AOCTYIIA 11O KaHAJIaM CBA3U.

2.5.1.Yrpo3a «Ananu3 ceteBoro tpaduka» ¢ nepexsaroM nepenasaemoit nuz MCII/x n

NPUHUMAEMOI U3 BHEIIHUX ceTell nHpopMaIuu:

2.5.1.1. Ilepexsar 3a npeaenaMu ¢ KOHTPOJIUPYEMOU 30HbI HU3Kas

2.5.1.2. [lepexsat B npeaenax KOHTPOIUPYEMOI 30HbI BHEIITHUMHU

HU3Kas
HapyUIUTEIIMU
2.5.1.3.Ilepexsar B npenenax KOHTPOIUPYEMOM 30HbI BHYTPEHHUMH
HU3Kas
HapYLIUTEISIMH.
2.5.2.YTrpo3bl CKaHUPOBaHMsI, HAIIpaBJIEHHbIE HA BISABICHUE THIA WIN
TUIIOB MCIIOJIb3YEMBIX OTIEPALIMOHHBIX CUCTEM, CETEBBIX a/IPECOB
HU3Kas

pabouux cranuuit UCII/IH, Tononoruu cetu, OTKPHITHIX HOPTOB U

CJ'Iy>K6, OTKPBITBIX CO€OUHEHUH U Aap.

HacToALwmit AOKyMeHT aBnaeTca cobcTBeHHOCTbIO TBY "TOPOAELIKUIM MHU" 1 He MOXeT BbITb YaCTUYHO UAW MOSHOCTBIO BOCMIPOU3BeeH,
TUPAXKMPOBaH M pacnpocTpaHeH 6e3 NMCbMEHHOrO Pa3peLleHns PYKOBOAMUTENA OpraHu3aumm.
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2.5.3.YTpo3bl BBISBICHHS MTAPOJICH 10 CETH cpenHss
2.5.4.Y1po3bl HaBsI3bIBaHUE JIOKHOTO MApIIPyTa CETH HU3Kas
2.5.5.Y1po3bl NOJIMEHBI JIOBEPEHHOTO 00BEKTa B CETH HU3Kast

2.5.6.Yrpo3bl BHeApEeHHs JI0kHOTO 00BhekTa kak B UCIIJIH, Tak u BO

HU3Kast
BHEIITHUX CEeTSIX

2.5.7.Yrpo3bl Thna «OTKa3 B 00CITYKUBAHUI HU3Kas

2.5.8.Y1po3bl yIaJIEeHHOTO 3aIycKa PHJIOKEHUN HU3Kas

2.5.9.Y1po3bl BHEAPEHMS 0 CETH BPEJOHOCHBIX IPOrpaMM cpenHss

8. Onpenenienne akryaabHocT yrpo3 B UCII/In
B cooTrBercTBUM C TpaBUIaMU OTHECEHUS YIPO3bl OE30MaCHOCTH K
akryanbHoH, st UCII[In onpenenstoTcst akTyanbHbIE U HEAKTyalbHbIE YTPO3bI.

Taonuya 17 — Ilpasuna onpedenenusn akmyanvnocmu YbI/[u

[TokazaTenb OMacCHOCTH yIPO3bI
Bo3MmoxHOCTE
peaTH3amiy Huskasn Cpennsis Bricokas
Husxkas HeaKTyalbHas HeaKTyajabHas aKTyajabHas
Cpennsis HeaKTyalbHas aKTyajabHas aKTyajabHas
Bricokas aKTyalbHas aKTyalbHas aKTyallbHas
OueHb BBICOKas aKTyajabHas aKTyajbHas aKTyaJlbHas

OreHka akTyaJabHOCTH YIpo3 0€30M1aCHOCTH IpeICTaBlIeHa B TabIHUIIE.

Taonuya 18 — Akmyanonocmo YBII/[n

OmnacHocTb
Tun yrpo3s 6e3onacuoctu I11n
yIpO3bl
1. Yrpo3bl OT yTeUKH 10 TEXHUYECKHM KaHaIaM.
1.1. YTpo3sl yTeuku akycTu4eckoil nH(popMaruu HEaKTyaJlbHas
1.2. Yrpo3sl yTeuku BUA0BOM HHpOpMauu HEaKTyaJlbHas
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1.3. Yrpo3sl yreuku uapopmanuu no kanaiam [IMUH HEAKTyaJIbHas

2. Yrpo3bl HECAaHKIIMOHUPOBAHHOTO JI0CTyNa K MHPOpMaLIUK.

2.1. Yrpo3sl yHUUTOXKEHUS, XullleHus anmnapatHbix cpeacts UCIIIn nocureneit

nHpopmanuu nyremM ¢puznyeckoro goctyna k anementam UCIIn

2.1.1. Kpaxa [I9BM HEaKTyalbHas

2.1.2. Kpaxxa Hocuteneit uHbopmaruu HEAKTyaJIbHasI

2.1.3. Kpaxa xiroueit u aTpuOyToB JOCTyIa HeaKTyaJbHas

2.1.4. Kpaxu, Mmonudukanuy, yHUYTOKEHUS HHPOPMAIIH HEaKTyaJIbHas
2.1.5. BeiBog u3 ctpos y310B [I9BM, kananos cBs3u HEaKTyaJIbHas
2.1.6. HecaHKIMOHUPOBAHHOE OTKJIFOYEHHUE CPEJICTB 3aIUTHI HEaKTyalbHas

2.2. Yrpo3bl XUIIeHUs, HECAaHKIIMOHUPOBAHHOM MOAU(DUKAIINY UITH OIOKUPOBAHUS
nH(popMaluu 3a cuet HecaHKIMoHupoBaHHOTO fAocryna (HC/) ¢ npumenennem
IIPOrpaMMHO-AMNIAPATHBIX U IPOTrPAMMHBIX CPEJICTB (B TOM YHCIIE IPOTPaMMHO-

MaTEeMaTUYECKUX BO3JICUCTBHIN).

2.2.1. JleiicTBus BPEAOHOCHBIX ITpOorpamMM (BUPYCOB) aKTyasjbHas

2.2.2. HenexnapupoBaHHble BO3MOKHOCTH cuctemMHoro 110 u [10 mis
HeaKTyajbHas
00pabOTKH EPCOHAIILHBIX JIAHHBIX

2.2.3. YcranoBka [1O He CBSI3aHHOTO C UCIIOJIHEHUEM CITY)KEOHBIX
HeaKTyaJbHas
o0s3aHHOCTEN

2.3. Yrpo3sl He IpeIHAMEPEHHBIX JISHCTBUHN MOJb30BaTeNeH U HApyIlIEeHUH 0€30MacCHOCTH
¢byukuuonuposanus MUCIIun u C3I1/{H B ee cocTaBe u3-3a cO0EB B MPOrpaMMHOM
ofecrnevyeHnu, a TakKe OT Yyrpo3 HEAHTPOIIOTEHHOTO (COOEB amnmaparypsl U3-3a
HEHA/IeKHOCTH AJIEMEHTOB, COOEB 3NIEKTPONUTAHMS) U CTUXUHHOTO (yIapOB MOJIHHIA,

IMOXapoB, HaBOJHECHUU U T.H.) Xapakrepa.

2.3.1. Yrpara xmtoueit u aTpubyToB A0CTYyIa aKTyasabHas
2.3.2. HempenHamepeHHast Moqudukanus (YHUUTOXKEHHE)
HeaKTyaJlbHas
UH(pOpMALIUU COTPYIHUKAMU
2.3.3. HenpetHaMEpEHHOE OTKIIIOYEHHUE CPENICTB 3alIUTHI HEeaKTyaJbHas
2.3.4. BbIxoJ U3 CTPOS armapaTHO-IPOTrPaMMHBIX CPEJICTB HeaKTyaJlbHas
2.3.5. COoii cucTeMsl 2IEKTPOCHAOKEHHS HeaKTyaJbHas
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2.3.6. CruxuiiHoe 6encTBue HeaKTyaJbHas

2.4. Yrpo3bsl IpeJHaMEPEHHbIX AEUCTBUNM BHYTPEHHUX HapyIIUTEIEH

2.4.1. Joctyn x uHpOpMannu, MOAU(DUKAIS, YHUUTOKEHHUE JIUI] HE
HeaKTyaJbHas
JIOTIYILIEHHBIX K ee 00paboTKe

2.4.2. Pasrnamenue uHGpopmManuu, Moaudukamus, yHuuTOKEHNE
HeaKTyaJbHas
COTPYIHHMKAMU JOMYIIEHHBIMU K €€ 00paboTKe

2.5.Y1po3bl HECAaHKIIMOHUPOBAHHOIO JOCTYIIA MO0 KaHajlaM CBSA3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpapuka» ¢ nepexBaTom
nepeaaBaemoit u3 MCII/{n n mpuHrMaemMoil U3 BHEITHUX CEeTEH

nHpopmanuu:

2.5.1.1. Ilepexsar 3a npeaenaMu ¢ KOHTPOJIMPYEMOU 30HBI HEaKTyalbHas

2.5.1.2. IlepexBat B mpezeiiax KOHTPOJIUPYEMOH 30HbI BHEITHUMHM

HEaKTyalbHas
HapyLIUTEIIMU
2.5.1.3.I1epexBar B mpeAeiiax KOHTPOJIUPYEMOM 30HbI BHYTPEHHUMU
HEaKTyalbHas
HapyLIUTEISIMU.
2.5.2.Y1po3bl CKaHUPOBAHUs, HAIIPABJICHHBIEC HA BBISIBIICHUE TUIIA WU
TUIIOB HUCIIOJIb3YEMBIX ONIEPALIMOHHBIX CUCTEM, CETEBBIX a/IpECOB
HEaKTyalbHas
pabouux craniui UCI1/IH, Tonosoruu ceTu, OTKPBITHIX MOPTOB U
CIIY’k0, OTKpPBITBIX COCAMHEHUMN U JIp.
2.5.3.Y1po3bl BeISIBICHUS NTApOJIEH IO CETH HEaKTyalbHas
2.5.4.Y1po3bl HaBA3BIBAaHUE JIOKHOTO MapIIpyTa CETU HEaKTyalbHas
2.5.5.Y1po3bl IOAMEHBI TIOBEPEHHOTO 00BEKTa B CETH HEaKTyalbHas
2.5.6.Yrpo3bl BHeApeHHs 105kHOT0 00bekTa kak B MCII/IH, Tak u BO
HEaKTyalbHas
BHEILIHUX CETAX
2.5.7.¥Yrpo3sl Tumna «OTKa3 B 00CITy>KUBaHUI HEaKTyalbHas
2.5.8.Y1po3bl yAaJIeHHOTO 3aIycKa IPHIIOKEHUN HEaKTyalbHas
2.5.9.Y1po3bl BHEAPEHUS 0 CETU BPEJOHOCHBIX POTrpaMM aKTyajbHas

Bbu1u BhIfIBJIEHBI CJIeYIOIINEe AKTyaJlbHbIE YIPO3bI:
- IGUCTBUS BPEIOHOCHBIX MPOrpamMm (BUPYCOB)

- yTpaTa KJtouei u aTpu0yToB JOCTYIIa
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- YI'PO3bI BHEAPEHUS 110 CETU BPEIOHOCHBIX IIPOrpaMm

g CHWIKeHHsI ONACHOCTH peaju3anuM akTyaiabHbIX YBII/In
peKOMeHayeTCH:
- Ha3HAYEHUE OTBETCTBEHHOTrO 3a 0€30MaCHOCTh MEPCOHANBHBIX JAHHBIX U3 YUCIA
COTPYIHUKOB YUPEKICHUS,
- wuHCcTpykuuu mnons3oBareneid MCIIIH, B KOTOpPBIX OTpa)K€Hbl MOPSAIOK
6e3omnacHoi padotsl ¢ UCII/IH, a Tak e ¢ KIr04aMu U aTpuOyTamMu J0CTYIIa;
- OpraHu3anys pasrpaHUYeHUs] MPaB IOJIL30BATEIECH HAa YCTAHOBKY CTOPOHHETO
[10, ycraHOBKY ammapaTHBIX CPEACTB, MOAKIIOYEHUS MOOMIBHBIX YCTPOMCTB H
BHEIIHUX HOCHUTEJIEH, YCTaHOBKY M HacTpoiKy sneMeHToB MCII[IH u cpencts
3aILUTBHI.

- IOCTOSTHHOE OOHOBJICHHUE AHTUBHUPYCHBIX 0a3.
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